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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q75-Q80):
NEW QUESTION # 75 
A global manufacturing company plans to migrate the majority of its applications to AWS. However, the company is concerned
about applications that need to remain within a specific country or in the company's central on-premises data center because of data
regulatory requirements or requirements for latency of single-digit milliseconds. The company also is concerned about the
applications that it hosts in some of its factory sites, where limited network infrastructure exists.
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The company wants a consistent developer experience so that its developers can build applications once and deploy on premises, in
the cloud, or in a hybrid architecture.
The developers must be able to use the same tools, APIs, and services that are familiar to them.
Which solution will provide a consistent hybrid experience to meet these requirements?

A. Install AWS Outposts for the applications that have data regulatory requirements or requirements for latency of single-digit
milliseconds. Use AWS Snowball Edge Compute Optimized devices to host the workloads in the factory sites.
B. Migrate all applications to the closest AWS Region that is compliant. Set up an AWS Direct Connect connection between
the central on-premises data center and AWS. Deploy a Direct Connect gateway.
C. Use AWS Snowball Edge Storage Optimized devices for the applications that have data regulatory requirements or
requirements for latency of single-digit milliseconds. Retain the devices on premises.
Deploy AWS Wavelength to host the workloads in the factory sites.
D. Migrate the applications that have data regulatory requirements or requirements for latency of single-digit milliseconds to an
AWS Local Zone. Deploy AWS Wavelength to host the workloads in the factory sites.

Answer: A

Explanation:
Installing AWS Outposts for the applications that have data regulatory requirements or requirements for latency of single-digit
milliseconds will provide a fully managed service that extends AWS infrastructure, services, APIs, and tools to customer premises1.
AWS Outposts allows customers to run some AWS services locally and connect to a broad range of services available in the local
AWS Region1. Using AWS Snowball Edge Compute Optimized devices to host the workloads in the factory sites will provide local
compute and storage resources for locations with limited network infrastructure2. AWS Snowball Edge devices can run Amazon
EC2 instances and AWS Lambda functions locally and sync data with AWS when network connectivity is available2.

NEW QUESTION # 76 
A solutions architect has developed a web application that uses an Amazon API Gateway Regional endpoint and an AWS Lambda
function. The consumers of the web application are all close to the AWS Region where the application will be deployed. The
Lambda function only queries an Amazon Aurora MySQL database. The solutions architect has configured the database to have
three read replicas.
During testing, the application does not meet performance requirements. Under high load, the application opens a large number of
database connections. The solutions architect must improve the application's performance.
Which actions should the solutions architect take to meet these requirements? (Choose two.)

A. Use RDS Proxy to set up a connection pool to the reader endpoint of the Aurora database.
B. Move the code for opening the database connection in the Lambda function outside of the event handler.
C. Use the Lambda Provisioned Concurrency feature.
D. Use the cluster endpoint of the Aurora database.
E. Change the API Gateway endpoint to an edge-optimized endpoint.

Answer: A,B

Explanation:
Connect to RDS outside of Lambda handler method to improve performance
https://awstut.com/en/2022/04/30/connect-to-rds-outside-of-lambda-handler-method-to-improve-performance-en Using RDS
Proxy, you can handle unpredictable surges in database traffic. Otherwise, these surges might cause issues due to oversubscribing
connections or creating new connections at a fast rate. RDS Proxy establishes a database connection pool and reuses connections in
this pool. This approach avoids the memory and CPU overhead of opening a new database connection each time. To protect the
database against oversubscription, you can control the number of database connections that are created.
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-proxy.html

NEW QUESTION # 77 
A company wants to ensure that the workloads for each of its business units have complete autonomy and a minimal blast radius in
AWS. The Security team must be able to control access to the resources and services in the account to ensure that particular
services are not used by the business units.
How can a Solutions Architect achieve the isolation requirements?

A. Create one shared account for the entire company. Create separate VPCs for each business unit. Create individual IAM
policies and resource tags for each business unit. Federate each account with an IdP, and create separate roles for the



business units and the Security team.
B. Create individual accounts for each business unit and add the account to an OU in AWS Organizations. Modify the OU to
ensure that the particular services are blocked. Federate each account with an IdP, and create separate roles for the business
units and the Security team.
C. Create individual accounts for each business unit. Federate each account with an IdP and create separate roles and
policies for business units and the Security team.
D. Create one shared account for the entire company. Create individual IAM policies and resource tags for each business
unit. Federate the account with an IdP, and create separate roles for the business units and the Security team.

Answer: B

NEW QUESTION # 78 
A team collects and routes behavioral data for an entire company The company runs a Multi-AZ VPC environment with public
subnets, private subnets, and in internet gateway Each public subnet also contains a NAT gateway Most of the company's
applications read from and write to Amazon Kinesis Data Streams. Most of the workloads am in private subnets.
A solutions architect must review the infrastructure The solutions architect needs to reduce costs and maintain the function of the
applications The solutions architect uses Cost Explorer and notices that the cost in the EC2-Other category is consistently high A
further review shows that NatGateway-Bytes charges are increasing the cost in the EC2-Other category.
What should the solutions architect do to meet these requirements?

A. Enable VPC Flow Logs and Amazon Detective Review Detective findings for traffic that is not related to Kinesis Data
Streams Configure security groups to block that traffic
B. Add an interface VPC endpoint for Kinesis Data Streams to the VPC. Ensure that the VPC endpoint policy allows traffic
from the applications.
C. Add an interface VPC endpoint for Kinesis Data Streams to the VPC. Ensure that applications have the correct IAM
permissions to use the interface VPC endpoint.
D. Enable VPC Flow Logs. Use Amazon Athena to analyze the logs for traffic that can be removed. Ensure that security
groups are Mocking traffic that is responsible for high costs.

Answer: B

Explanation:
Explanation
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-reduce-nat-gateway-transfer-costs/ VPC endpoint policies enable
you to control access by either attaching a policy to a VPC endpoint or by using additional fields in a policy that is attached to an
IAM user, group, or role to restrict access to only occur via the specified VPC endpoint

NEW QUESTION # 79 
A company has an internal AWS Elastic Beanstalk worker environment inside a VPC that must access an external payment gateway
API available on an HTTPS endpoint the public internet Because of security policies, the payment gateway's Application team can
grant access to only one public IP address.
Which architecture will set up an Elastic Beanstalk environment to access the company's application without making multiple changes
on the company's end?

A. Configure the Elastic Beanstalk application to place Amazon EC2 instances in a public subnet with an internet gateway
Associate an Elastic IP address to the internet gateway that can be whitelisted on the payment gateway application side
B. Configure the Elastic Beanstalk application to place Amazon EC2 instances in a private subnet Set an https_proxy
application parameter to send outbound HTTPS connections to an EC2 proxy server deployed in a public subnet Associate
an Elastic IP address to the EC2 proxy host that can be whitelisted on the payment gateway application side
C. Configure the Elastic Beanstalk application to place Amazon EC2 instances in a private subnet with an outbound route to a
NAT gateway in a public subnet Associate an Elastic IP address to the NAT gateway that can be whitelisted on the payment
gateway application side
D. Configure the Elastic Beanstalk application to place Amazon EC2 instances in a public subnet Set the https_proxy and
no_proxy application parameters to send non-VPC outbound HTTPS connections to an EC2 proxy server deployed in a
public subnet Associate an Elastic IP address to the EC2 proxy host that can be whitelisted on the payment gateway
application side

Answer: B
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