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SISA CSPAI Exam Syllabus Topics:

Topic Details

Topic 1
Securing AI Models and Data: This section of the exam measures skills of the Cybersecurity Risk Manager
and focuses on the protection of AI models and the data they consume or generate. Topics include
adversarial attacks, data poisoning, model theft, and encryption techniques that help secure the AI lifecycle.

Topic 2

Improving SDLC Efficiency Using Gen AI: This section of the exam measures skills of the AI Security
Analyst and explores how generative AI can be used to streamline the software development life cycle. It
emphasizes using AI for code generation, vulnerability identification, and faster remediation, all while
ensuring secure development practices.

Topic 3

Evolution of Gen AI and Its Impact: This section of the exam measures skills of the AI Security Analyst
and covers how generative AI has evolved over time and the implications of this evolution for
cybersecurity. It focuses on understanding the broader impact of Gen AI technologies on security
operations, threat landscapes, and risk management strategies.

Topic 4

Using Gen AI for Improving the Security Posture: This section of the exam measures skills of the
Cybersecurity Risk Manager and focuses on how Gen AI tools can strengthen an organization’s overall
security posture. It includes insights on how automation, predictive analysis, and intelligent threat detection
can be used to enhance cyber resilience and operational defense.

Topic 5

Models for Assessing Gen AI Risk: This section of the exam measures skills of the Cybersecurity Risk
Manager and deals with frameworks and models used to evaluate risks associated with deploying
generative AI. It includes methods for identifying, quantifying, and mitigating risks from both technical and
governance perspectives.
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SISA Certified Security Professional in Artificial Intelligence Sample
Questions (Q28-Q33):
NEW QUESTION # 28 
What is a key benefit of using GenAI for security analytics?

A. Reducing the use of analytics tools to save costs.
B. Predicting future threats through pattern recognition in large datasets.
C. Limiting analysis to historical data only.
D. Increasing data silos to protect information.

Answer: B

Explanation:
GenAI revolutionizes security analytics by mining massive datasets for patterns, predicting emerging threats like zero-day attacks
through generative modeling. It synthesizes insights from disparate sources, enabling proactive defenses and anomaly detection with
high precision. This foresight allows organizations to allocate resources effectively, preventing breaches before they occur. In
practice, it integrates with SIEM systems for enhanced threat hunting. The benefit lies in transforming reactive security into predictive,
bolstering posture against sophisticated adversaries. Exact extract: "A key benefit of GenAI in security analytics is predicting future
threats via pattern recognition, improving proactive security measures." (Reference: Cyber Security for AI by SISA Study Guide,
Section on Predictive Analytics with GenAI, Page 220-223).

NEW QUESTION # 29 
When dealing with the risk of data leakage in LLMs, which of the following actions is most effective in mitigating this issue?

A. Using larger datasets to overshadow sensitive information.
B. Applying rigorous access controls and anonymization techniques to training data.
C. Allowing unrestricted access to training data.
D. Relying solely on model obfuscation techniques

Answer: B

Explanation:
Data leakage in LLMs occurs when sensitive information from training data is inadvertently revealed in outputs, posing privacy risks.
Effective mitigation involves strict access controls, such as role-based permissions, and anonymization methods like differential
privacy or tokenization to obscure personal data.
These measures prevent extraction attacks while maintaining model utility. Regular audits and data minimization further strengthen
defenses. Unlike obfuscation alone, which may not fully protect, combined controls ensure compliance with regulations like GDPR.
Exact extract: "Applying rigorous access controls and anonymization techniques to training data is most effective in mitigating data
leakage risks in LLMs." (Reference: Cyber Security for AI by SISA Study Guide, Section on Data Security in AI Models, Page
130-
133).

NEW QUESTION # 30 
In line with the US Executive Order on AI, a company's AI application has encountered a security vulnerability. What should be
prioritized to align with the order's expectations?

A. Implementing a rapid response to address and remediate the vulnerability, followed by a review of security practices.
B. Halting all AI projects until a full investigation is complete.
C. Ignoring the vulnerability if it does not affect core functionalities.
D. Immediate public disclosure of the vulnerability.
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Answer: A

Explanation:
The US Executive Order on AI emphasizes proactive risk management and robust security to ensure safe AI deployment. When a
vulnerability is detected, rapid response to remediate it, coupled with a thorough review of security practices, aligns with these
mandates by minimizing harm and preventing recurrence. This approach involves patching the issue, assessing root causes, and
updating protocols to strengthen defenses, ensuring compliance with standards like ISO 42001, which prioritizes risk mitigation in AI
systems. Public disclosure, while important, is secondary to remediation to avoid premature exposure, and halting projects is overly
disruptive unless risks are critical. Ignoring vulnerabilities contradicts responsible AI principles, risking regulatory penalties and trust
erosion. This strategy fosters accountability and aligns with governance frameworks for secure AI operations. Exact extract:
"Addressing vulnerabilities promptly through remediation and reviewing security practices is prioritized to meet the US Executive
Order's expectations for safe and secure AI systems." (Reference: Cyber Security for AI by SISA Study Guide, Section on AI
Governance and US EO Compliance, Page 165-168).

NEW QUESTION # 31 
What is a potential risk associated with hallucinations in LLMs, and how should it be addressed to ensure Responsible AI?

A. Hallucinations cause models to slow down; optimizing hardware performance is necessary to mitigate this issue.
B. Hallucinations can lead to creative outputs, which are beneficial for all applications; hence, no measures are necessary.
C. Hallucinations are primarily due to overfitting; regularization techniques should be applied during training.
D. Hallucinations can produce inaccurate or misleading information; it should be addressed by incorporating external
knowledge bases and retrieval systems.

Answer: D

Explanation:
Hallucinations in LLMs risk generating inaccurate or misleading outputs, undermining trust and safety.
Incorporating external knowledge bases and retrieval systems, like RAG, grounds responses in verified data, reducing fabrications
and aligning with Responsible AI principles. Regularization helps but is secondary to factual grounding. Exact extract: "Hallucinations
produce misleading information, addressed by incorporating external knowledge bases and retrieval systems for Responsible AI."
(Reference: Cyber Security for AI by SISA Study Guide, Section on LLM Hallucination Mitigation, Page 125-128).

NEW QUESTION # 32 
Which of the following is a primary goal of enforcing Responsible AI standards and regulations in the development and deployment
of LLMs?

A. Maximizing model performance while minimizing computational costs.
B. Developing AI systems with the highest accuracy regardless of data privacy concerns
C. Ensuring that AI systems operate safely, ethically, and without causing harm.
D. Focusing solely on improving the speed and scalability of AI systems

Answer: C

Explanation:
Responsible AI standards, including ISO 42001 for AI management systems, aim to promote ethical development, ensuring safety,
fairness, and harm prevention in LLM deployments. This encompasses bias mitigation, transparency, and accountability, aligning with
societal values. Regulations like the EU AI Act reinforce this by categorizing risks and mandating safeguards. The goal transcends
performance to foster trust and sustainability, addressing issues like discrimination or misuse. Exact extract: "The primary goal is to
ensure AI systems operate safely, ethically, and without causing harm, as outlined in standards like ISO
42001." (Reference: Cyber Security for AI by SISA Study Guide, Section on Responsible AI and ISO Standards, Page 150-153).

NEW QUESTION # 33
......
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