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R #19
Which of the following Common Data Network Services is used to share data files and subdirectories on file servers?

A. Malil services.

B. Print services.

C. Client/Server services.
D. File services.

EM: D
L

File services share data files and subdirectories on file servers.
Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the
Ten Domains of Computer Security, 2001, John Wiley & Sons, Page 99.
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B #20

‘Which of the following is a reason to use manual patch installation instead of automated patch management?

¢ A The likelihood of system or application incompatibilities will be decreased.

¢ B. The time during which systerms will remain vulnerable to an exploit will be decreased.
¢ C. The cost required to install patches will be reduced.

¢ D. The ability to cover large geographic areas is increased.

Ef#: A

TR

Manual patch installation allows for thorough testing before deployment to ensure that the patch does not introduce new
vulnerabilities or incompatibilities. Autormated patch management can sometimes lead to unexpected issues if patches are not fully
compatible with all systens and applications12 References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7: Security
Operations, p. 452; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Domain 7: Security Operations, p. 863.

HME #21
Which is the MOST effective countermeasure to prevent electromagnetic emanations on unshielded data cable?

A. Bundle exposed cables together to disguise their signals
B. Enable Power over Ethernet (PoE) to increase voltage
C. Move cable are away from exterior facing windows

D. Encase exposed cable runs in metal conduit

Ef#: D

H #22
The prelimnary steps to security planning include all of the following EXCEPT which of the following?

e A List planning assumptions.

¢ B. Establish objectives.

e C. Determine alternate courses of action
e D. Establish a security audit function.

IEf#: D

fi .«

The keyword within the question is: preliminary

This means that you are starting your effort, you cannot audit if your infrastructure is not even in
place.

Reference used for this question:

TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation.

R #23
What does the prudent man rule require?

e A. Senior officials to post performance bonds for their actions

e B. Senior officials to guarantee that all precautions have been taken and that no breaches of security can occur

e C. Senior officials to perform their duties with the care that ordinary, prudent people would exercise under similar
circunstances

e D. Senior officials to follow specified government standards

Ef: C

A -
* Answer "Senior officials to post performance bonds for their actions" is a distracter and is not part of the prudent man rule.



* Answer "Senior officials to guarantee that all precautions have been taken and that no breaches of security can occur is incorrect
because it is not possible to guarantee that breaches of security can never occur.

* Answer "Senior officials to follow specified government standards" is incorrect because the prudent man rule does not refer to a
specific government standard but relates to what other prudent persons

would do.
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