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¢ Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
FE1 profiles, User-ID and App-ID, decryption, and monitoring, It also covers the application of CDSS for IoT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.

¢ GFW and SASE Solution Maintenance and Configuration: This domain evaluates the skills of network
security administrators in maintaining and configuring Palo Alto Networks hardware firewalls, VM- Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
FE2 also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

e NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the functions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it

F&E3 inchudes the fimctionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-

based firewall, and monitoring, plus Prisma Access features such as remote user and network

configuration, application access, policy enforcement, and logging. It also evaluates options for managing

Strata and SASE solutions through Panorama and Strata Cloud Manager.
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¢ Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and cettificate

FE4 management. It also includes maintaining connectivity and security for remote users through remote access

solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure

secure and reliable remote connections.

¢ Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
infrastructure managers in maintaining and configuring Cloud- Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
TEE 5 as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging, It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
management.
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‘What occurs when a security profile group named "default" is created on an NGFW?

A. It is automatically applied to all new security rules.

B. It negates all existing security profiles rules on new policy.

C. It allows traffic to bypass all security checks by default.

D. It only applies to traffic that has been dropped due to the reset client action.

BER: A

R B  «

A security profile group named "default" is automatically applied to all new security rules unless a specific profile group is explicitly
configured.

Ifa security profile group named “default' exists, it will be automatically applied to any newly created security policy rules to ensure
consistent protection.

This behavior ensures that newly created policies are always protected by default security profiles, mnimizing human error.

8 #27
Which two SSH Proxy decryption profile settings should be configured to enhance the company's security posture? (Choose two.)

A. Block sessions when certificate validation fails.

B. Allow sessions when decryption resources are unavailable.
C. Block connections that use non-compliant SSH versions.
D. Allow sessions with legacy SSH protocol versions.

ER: AC

BB -
Blocking non-compliant SSH versions and failing certificate validations are findamental security measures:
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Block sessions when certificate validation fails

The SSH Proxy profile should block sessions that fail certificate validation to ensure that only trusted hosts are allowed.

Block connections using non-compliant SSH versions

Older SSH versions may have vulnerabilities or lack modern encryption algorithis.

To enforce stronger security, block SSH sessions that use older or deprecated versions of the SSH protocol that do not comply
with your security posture.

i =8 #28
‘Which two components of a Security policy, when configured, allow third-party contractors access to internal applications outside
business hours? (Choose two.)

A. Schedule
B. App-ID
C. User-ID
D. Service

ER: AC

i RE B -

To allow third-party contractors controlled access, security policies must combineuser identificationandtime- based access controls:
User-1D

"User-1D enables security policies to be based on user identity rather than IP addresses, ensuring precise policy enforcement for
specific users such as contractors." (Source: User-1D Overview) Schedule

"Schedules allow policies to be active only during specific times, providing time-based access control (e.g., after business hours)."
(Source: Security Policy Schedules) Together, they ensure that only authorized users (contractors) have access, and only when
explicitly allowed.

PR #29
What key capability distinguishes Content-1D technology from conventional network security approaches?

A. Tt relies primarily on reputation-based filtering,

B. It exclusively monitors network traffic volumes.

C. It provides single-pass application layer inspection for real-time threat prevention.
D. It perforns packet header analysis short of deep packet inspection.

ER: C

fR AR «

Content-1Dis the core of Palo Alto Networks' prevention architecture, providingsingle-pass application layer inspectionto deliver
real-time threat prevention across all traffic.

"Content-1D uses a single-pass architecture to perform application-layer (Layer 7) traffic inspection and real- time threat prevention.
Unlike traditional firewalls that rely on multiple scans, Content-1D inspects traffic once to enforce muiltiple security controls
simultaneously." (Source: Content-ID Overview) By consolidating security functions in a single pass, it ensures both efficiency and
comprehensive security.

PRI #30
Using Prisma Access, which solution provides the most security coverage of network protocols for the mobile workforce?

A. Enterprise browser
B. Client-based VPN
C. Clientless VPN

D. Explicit proxy
EXR: B

fE R A«
Client-based VPN solutions like GlobalProtect provide full coverage for the mobile workforce by extending the enterprise security
stack to remote endpoints. It establishes a secure tunnel, allowing consistent security policies across the enterprise perimeter and the



mobile workforce.
GlobalProtect is a client-based VPN that provides secure, consistent protection for mobile users by extending the security
capabilities of Prisma Access to remote endpoints, covering all network protocols.
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