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¢ Admunistration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user

bEY 71 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of

administrative privileges within FortiAnalyzer systens.
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¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
FEw 22 devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting commumication issues.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

hEY 73 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FEw 24 FortiAnalyzer systers. It includes tasks like performing initial configurations, setting up high-availability
systers, and configuring RAID for storage.
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B /8 (Q72-Q77):

H #72
You've moved a registered logging device out of one ADOM and into a new ADOM. What happens when you rebuild the new

ADOM database?

¢ A FortiAnalyzer resets the disk quota of the new ADOM to default.
¢ B. FortiAnalyzer removes logs from the old ADOM.

¢ C. FortiAnalyzer migrates archive logs to the new ADOM.

¢ D. FortiAnalyzer migrates analytics logs to the new ADOM.

Ef#: D

fEEL:
https/kb.fortinet.conmvkb/documentLink.do?externall D=FD40383

B #73
Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally?
(Choose two.)

A. Report scheduling
B. Mail server

C. Output profile

D. SFTP server

Ef#: B. C

L
Reference: https:/docs. fortinet.comvdocument/fortianalyzer/6.0.2/administration- guide/598322/creating- output-profiles

R #74
If you upgrade your FortiAnalyzer firmware, what report elements can be aftected?

A. Custom datasets
B. Report scheduling

C. Report settings
D. Output profiles

EfE: A

B #75



‘What can you do on FortiAnalyzer to restrict administrative access from specific locations?

¢ A Enable geo-location services on accessible interface.

¢ B. Configure an ADOM for respective location.

e C. Configure trusted hosts for that administrator.

¢ D. Configure two-factor authentication with a remote RADIUS server.

Ef#: C

fiR e«
Reference: https:/docs.fortinet.com/document/fortigate/6.2.0/hardening- your- fortigate/S82009/system administrator-best-practices

HM #76
FortiAnalyzer uses the Optimized Fabric Transfer Protocok (OFTP) over SSL for what purpose?

A. To upload logs to an SFTP server

B. To prevent log modification during backup

C. To send an identical set of logs to a second logging server
D. To encrypt log communication between devices

Ef#E: D

B #77
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