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B #70
Refer to the exhibit.

5b53797374656d2e57696€646TTTT732e4d65737T3616765426F785d3a30536686FT72822546869T7320697320612062656069676e20T3637269T074212229

¢ A hex encoding
e B. ASCII8S5 encoding
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¢ C. metamorphic encoding
¢ D. Base64 encoding

IEf#: D

fiE L.

The string shown is long, alphanumeric, and includes both uppercase and lowercase letters with numbers- characteristics of Base64
encoding. This format is widely used to obfuiscate payloads in malicious scripts, particularly in phishing or malware campaigns.
Base64 encoding is also supported by Python and other platforns for data transformation.

ZR#T
Refer to the exhibit.

function decrypt(crypted, key)
On Error Resume Next

UUf = crypted
sJs="""1ll
wWLu="
FETw=1
for i=1 to len(UUf)
if (asc(mid(UUF, i, 1)) = 47 and asc(mid(UUf, i, 1)) < 58) then
sJs = sds + mid(UUf, i, 1) ‘11l
FETw=1
else
if FETw =1 then
NEL = Clint (sJs) ‘Il
VixJ = XOR_Func(NEL, key) ‘!
wWLuU = wWLu + Chr(VIxJ) 1!
end if
SUS="
FETw=0
end if
vkB = bEBk or CFc
next
decrypt = wWLu
end function
function XOR_Func(qit, ANF)
On Error Resume Next
sCLx = qit xor ANF
XOR_Func = sCLx

end function

Which type of code created the snippet?

e A. Python

e B. PowerShell
e C. VB Script

¢ D. Bash Script

Ef#: C



R #72

Refer to the exhibit.

I Time TCP Data __ Source  Destination Protocol _Info |
15 0.000658000 0.000465000 192 192. SMB Negotiate Protocol Response
210.004157000 0.000499000 192 192, SMB Session Setup AndX Response, NTLMSSP_CHALLENGE, Error.

STATUS MORE PROCESSING REQUIRED

230.001257000 0.000991000 192 192 TCP Session Setup AndX Response, Error: STATUS_LOGON_FAILURE
25 0.000650000 0.000135000 192 192, TCP  microsoft-ds-sgf-storman [ACK) Seq=757 Ack=759 win=63620 Len=0
38 14.59967300 0.000232000
41 0.000535000 0.000365000 192 192 SMB Negotiate Protocol Response
58 0.005986000 0.000498000  192. 192 TCP microsoft-ds-lisurfup-htips [ACK] Seq=198 Ack=3006 win=64240 Len=0
59 0.000854000 0.000854000 192, 192 SMB  Session Setup AndX Response =
610.000639000 0.000302000 192 192, SMB Tree Connect AndX Response
63 0.002314000 0.000354000 192 192 SMB MT Create AndX Response, FID: 0x4000
65 0.000440000 0.000249000 192 192, SMB Wiite AndX Responsé, FID: 0x4000, 72 byles
67 0.000336000 0.000232000  192. 192
69 0.000528000 0.000429000 192 192,
710.000417000 0.000317000 192 192,
73 0.000324000 0.000215000 192 192
76 0.232074000 0.000322000  192. 492 SMB NT Create AndX Response, FID: 0x4001
78 0.000420000 0.000242000 1921 192 SMB Write AndX Response, FID: 0x4001, 72 bytes
80 0.000332000 0.000228000 192 192
82 0.000472000 0.000372000 192 192
84 0.000433000 0.000320000 192 192
86 0.000416000 0.000310000 192 192
88 0.000046500 0.000366000 192 192
90 0.067630000 0.967518000 192 192
92 0.000515000 0.000391000 192 192
94 0.000477000 0.000368000 192 192.
96 0.090664000 0.090363000 192 192
98 0.006860000 0.000280000 192 192

100 0.000312000 0.000229000 192 192

102 0.000329000 0.000217000 192 192

104 0000212900 0.000200000 192 192 SMB CloSe Respofse, FI0 0x4001

L e
An engineer is analyzing a TCP stream in a Wireshark after a suspicious email with a URL. What should be determined about the
SMB traffic from this stream?

e A It is sharing access to files and printers.

¢ B. It is redirecting to a malicious phishing website,
e C. It is exploiting redirect vulnerability

e D. It is requesting authentication on the user site.

Ef: C

HR#73
A security team received reports of users receiving emails linked to external or unknown URLs that are non-returnable and non-
deliverable. The ISP also reported a 500% increase in the amount of ingress and egress emnail traffic received. After detecting the

problem, the security team moves to the recovery phase in their incident response plan. Which two actions should be taken in the
recovery phase of this incident?
(Choose two.)

¢ A remove vulnerabilities

B. collect logs

C. scan hosts with updated signatures
D. verify the breadth of the attack

E. request packet capture

iEﬁ: A\ C

B #74

An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability is
compromised. Which step should be taken to identify the origin of the threat?




A. An engineer should check the server's processes by running commandsps -auxandsudo ps -a

B. An engineer should check the list of usernames currently logged in by running the command$ who | cut
-d'"-fl] sort | uniq

C. An engineer should check the services on the machine by running the commandservice -status-all

D. An engmneer should check the last hundred entries of a web server with the commandsudo tail -100 /var
/log/apache2/access.log

Ef#: D

fR e«

The best immediate step during a DDoS attack against an Apache web server is to inspect theaccess logs, which will show which IP
addresses are making requests, their frequency, and potential patterns of abuse. As covered in the Cisco CyberOps material,
"Apache logs can reveal the IPs responsible for flooding the service with requests". The commandsudo tail -100
/var/log/apache2/access.logallows quick review of recent activity.
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