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questions in three different formats. These formats hold high demand in the market and offer a great solution for quick and complete
EC Council Certified Incident Handler (ECIH v3) (212-89) exam preparation.

EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q51-Q56):
NEW QUESTION # 51 
Which of the following is a characteristic of adware?

A. Intimidating users
B. Gathering information
C. Displaying popups
D. Replicating

Answer: C

NEW QUESTION # 52 
What command does a Digital Forensic Examiner use to display the list of all open ports and the associated IP
addresses on a victim computer to identify the established connections on it:

A. "arp" command
B. "dd" command
C. "netstat -an" command
D. "ifconfig" command

Answer: C

NEW QUESTION # 53 
Stenley is an incident handler working for Texa Corp. located in the United States. With the growing concern of increasing emails
from outside the organization, Stenley was asked to take appropriate actions to keep the security of the organization intact. In the
process of detecting and containing malicious emails, Stenley was asked to check the validity of the emails received by employees.
Identify the tools he can use to accomplish the given task.

A. Email Dossier
B. PointofMail
C. PoliteMail
D. EventLog Analyzer

Answer: A

Explanation:
Email Dossier is a tool designed to perform detailed investigations on email messages to verify their authenticity and trace their origin.
It can analyze email headers and provide information about the route an email has taken, the servers it passed through, and
potentially malicious links or origins. For an incident handler like Stenley, tasked with verifying the validity of emails and containing
malicious email threats, Email Dossier serves as a practical tool for analyzing and validating emails received by employees. By using
this tool, Stenley can identify fraudulent or suspicious emails, thereby helping to protect the organization from phishing attacks,
malware distribution, and other email-based threats.
References:In the context of managing and mitigating the risks associated with email communications, ECIH v3 study materials
outline various tools and techniques for email analysis and validation. These resources recommend the use of tools like Email Dossier
for incident handlers to effectively scrutinize incoming emails for security threats.

NEW QUESTION # 54 
Marley was asked by his incident handling and response (IH&R) team lead to collect volatile datasuch as system information and
network information present in the registries, cache, and RAM of victim's system.
Identify the data acquisition method Marley must employ to collect volatile data.

A. Remote data acquisition



B. Static data acquisition
C. Live data acquisition
D. Validate data acquisition

Answer: C

Explanation:
Live data acquisition is the process of collecting volatile data from a system that is still running. Volatile data includes information
stored in system memory (RAM), cache, and system and network configuration settings that are lost when the system is powered
off. This method is essential for capturing data that can provide insights into the state of the system at the time of an incident,
including active network connections, running processes, and the contents of memory. Marley must employ live data acquisition to
ensure that this crucial and ephemeral data is not lost, which can be pivotal in understanding and responding to the incident
effectively.
References:The concept of live data acquisition is discussed in the ECIH v3 certification program by EC-Council, which emphasizes
its importance in the context of incident handling and response for capturing volatile information that could be critical to the
investigation.

NEW QUESTION # 55 
Ikeo Corp, hired an incident response team to assess the enterprise security. As part of the incident handling and response process,
the IR team is reviewing the current security policies implemented by the enterprise.
The IR team finds that employees of the organization do not have any restrictions on Internet access: they are allowed to visit any
site, download any application, and access a computer or network from a remote location.
Considering this as the main security threat, the IR team plans to change this policy as it can be easily exploited by attackers. Which
of the following security policies is the IR team planning to modify?

A. Promiscuous policy
B. Permissive policy
C. Prudent policy
D. Paranoic policy

Answer: B

Explanation:
A permissive security policy is one that allows employees broad freedoms in terms of internet access, application downloads, and
remote access capabilities. In the scenario described, the incident response team identifies that the lack of restrictions is a significant
security threat that could be exploited by attackers, indicating that the current policy is permissive. Modifying this policy would
involve implementing more stringent controls on what sites can be visited, what applications can be downloaded, and how remote
access is granted, moving towards a more controlled and secure environment. This approach contrasts with paranoic, prudent, and
promiscuous policies, each of which has its own characteristics and applications in cybersecurity frameworks.References:The ECIH
v3 certification materials often discuss security policies within the context of organizational security posture, emphasizing how varying
degrees of restrictiveness impact security and risk.

NEW QUESTION # 56
......
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