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Our AZ-500 exam torrent is available in PDF, software, and online three modes, which allowing you to switch learning materials on
paper, on your phone or on your computer, and to study anywhere and anytime with the according version of AZ-500 practice test.
Before you purchase the system, AZ-500 Practice Test provides you with a free trial service, so that customers can fully understand
our system before buying; affer the online payment is successful, you can receive mail from custormer service in 5 to 10 minutes, and
then immediately begin to learn AZ-500 training prep.

What are the best preparation options for the Microsoft AZ-500 Exam?

The candidates can explore two training options for the Microsoft AZ-500 certification exam. There are the free online
option and the paid instructor-led training. As the name suggested, the first variant does not require that you pay for
your training. It has six learning paths and the links to these modules can be found on the official website. These paths
include:

Implementing Resource Management Security within Azure
Managing Identity & Access within Azure AD
Implementing Virtual Machine Host Security within Azure
Securing Cloud Applications in Azure

Implementing Network Security within Azure

Each of the courses has different modules and you can find their details on the Microsoft website. If you don’t have a budget for
exam preparation, these learning paths are highly recommended to help you achieve success in your certification test.

The instructor-led training is a paid course designed to help the applicants gain competence in the objectives of the certification
exam It offers the students the skills and knowledge required to implement different security controls, identify and remediate
different security vulnerabilities, and maintain the security posture of an organization. The course is intended for those individuals who
already hold the position of an Azure Security Engineer or who are executing security tasks in their day-to-day job. This training is
also the perfect option for the suit engineers who want to improve their expertise in providing security for Azure-based digital
platforns.
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The AZ-500 web-based practice questions carry the above-mentioned notable features of the desktop-based software. This version
of VCEEngine's AZ-500 practice questions works on Mac, Linux, Android, i0S, and Windows. Our customer does not need
troubling plugins or software installations to attempt the web-based AZ-500 Practice Questions. Another benefit is that our AZ-500
online mock test can be taken via all browsers, including Chrome, MS Edge, Internet Explorer, Safari, Opera, and Firefox.

To earn the Microsoft AZ-500 Certification, candidates need to pass a single exam that covers various security topics related to
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Azure. AZ-500 exam covers a wide range of security controls and techniques, including identity and access management, network
security, data protection, and threat protection. Candidates are also expected to have a good understanding of Azure security
services and features.

Microsoft Azure Security Technologies Sample Questions (Q314-Q319):

NEW QUESTION # 314
You have an Azure subscription that contains the custom roles shown in the following table.

Type
Azure Active Directory (Azure AD)
Azure subscription Micrasaft

In the Azure portal, you plan to create new customroles by cloning existing roles. The new roles will be configured as shown in the
following table.

Name - Typessoft

Role3 | Azure AD
Roled4 | Azure subscription

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Role3: >
Role1 only €
Built-in Azure AD roles only RN o
Role1 and built-in Azure AD roles only - MEC{OSOH g
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4: v

Role2 only

Built-in Azure AD roles only

Role2 and built-in Azure subscription roles only

Role2, built-in Azure subscription roles, and built-in Azure AD roles

Answer:
Explanation:
Roled: v
[RofeT only l
Bt Azore AUrTotes oy

Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4: v

Role2 only
Built-in Azure AD roles only
5 1)

Reference:
https7/docs.microsoft.conven-us/azure/active-directory/roles/customcreate
httpsv/docs.microsoft.conven-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION # 315



You have an Azure subscription named Subl that contains the storage accounts shown in the following table The storage3 storage
account is encrypted by using customer-managed keys.

YOU need to enable Microsoft Defender for storage to meet the following requirements.

* The storage] and storage2 account must be include in the defender for storage requirement.

* The storage3 account must be exclude from the Defender for Storage protections.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and them in the correct order.

Answer:
Explanation:
Actions Answer Area
For storage3, disabie the customer-mansgedRass /| 1 1| | Enable the DefeqBer¥0r Storaghi pid# for Subt.
Disabie Defencer for Storage for storage3. @ z' ifior fioiage3, assigthe AzDefencerPianAutoEnable tag and set the value to off. G
@ ‘ﬂ £885le the Deferder for Storage pian for RGT G

You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.
Name Type

Userl User

User2 User

User3 User

GroposoTlt Security group
Group2 Security group

Appl Enterprise application

User?2 is the owner of Group?2.
The user and group settings for App1 are configured as shown in the following exhibit.
o Adduser ¢ fair B ' ! =2Cowmns ) Got feedback?

o The application will appear on the access panel for assigned users, Set 'visible to users?* to no in properties to prevent this. =»

l l--'\_' 100 shown, to search all users & groups, enter a display W Me

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

ik 'l| 1 C Vs fer e
@ Gro Y = L ¥ “~Group Default Access

You enable self-service application access for App1 as shown in the following exhibit.



application? ()

Allow users to request access.'j_ﬁ ' m No |
— osoft

added? (O

to this application? ()

Require approval before granting access “ .q§
Who is allowed to approve access to this e%

application? ()

To which role should users be assi@g

this application? ()

To which group should assigned users be < ;
p Select group 0

Group2

%0

Se 5
>
1@5 selected

User3 is configured to approve access to Appl.

Youneed to identify the owners of Group2 and the users of Appl.

‘What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group2 owners: |

App1 users:

Answer:
Explanation:

|Vl i crosoft

User2 only

User3 only
Userl and User2 only
~ User2 and User3 only
Userl, User2, and Us

Gr
ﬂrﬁpz members only
Groupl and Group2 members only
Groupl and Group2 members and Userl only

Groupl and Group2 members, Userl, and User3 only




Group2 owners: — IVIICTOSOTT

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3 ="

Appl users:

Groupl méembers only

Gmuﬁzﬁ*;mbers only

Groupl and Group2 members only

Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

Reference:
https://docs.microsoft.conven-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION # 317

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
‘Which components are required for the rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Jetect suspicious threats: v

A Kusto query language query
A Transact-SQL Query

An Azurg ng_.rerSheF} query
An Azuie Sentinel playbook

\utomate responses: ’ v
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

'—' Microsoft

Answer:

Explanation:

Detect suspicious threats: -

I/—;Irfusto query language query
ATransact-SQL query

An Azure PowerShell query
An Azure'Sentine! plﬁaﬂko sof

Automate responses: ' -

An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Reference:
httpsv/docs.microsoft.con/en-us/azure/sentinel/tutorial- detect-threats-custom
https//docs.microsoft.con/en-us/azure/sentinel/tutorial-respond-threats-playbook



NEW QUESTION # 318

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must
only show users who had more than five failed sign-in attempts.

How should you configure the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

let timeframe = 3d;
jecurityEvent
| where TimeGenerated > ago (3d) )
| where AcccountType == ‘User’ and ' ==4625
ActivitylD
DataType
EventiD
QuantityUnit
| Ssummarie failed loginfattempts= 5 4
Count(),
Countif(),
Makeset(),
Sphit(),

latest__fa"_i]_.éfd;f_l;ﬁ"giﬁé:érg_max{TimeGenerated by Accoun

whara F21lad TAamrin attrammte S §

Answer:
Explanation:
et timeframe = 3d;
iecurityEvent
where TimeGenerated > ago(3d) :
where AcccountType == ‘User’ and i" ==4625
A_t:lMtle
DaIaIvn[e
EventD
QuantityUnit
Summarie failed login, attempts= '
Count(), |
‘Countif();
Makeset(),
Split().

latest failed login=arg max(TimeGenerated by Accoun

ralnm e Eama T asl TV omsass e o s =

Explanation



let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago(3d) :
| where AcccountType == ‘User’ and | W ==4625
ActivitylD
Dalalype
EventiD
QuantityUnit
| Summarie failed_login attempts= v
Count(),
Countif(),
Makeset(),
Split(),
latest failéd. login=dng max (TimeGenerated by Account
| where failed'login-attempts > 5

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted
to log in.

let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType = 'User' and EventID = 4625 // 4625 - failed log in

| summarize failed login_attempts=count(), latest failed login=arg_max(TimeGenerated, Account) by Account
| where failed login attempts > 5

| project-away Accountl

References:

httpsz/docs.microsoft.conven-us/azure/azure-monitor/log-query/examples

NEW QUESTION # 319
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