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Topic 1

Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing
hash management actions like blocking, allowlisting, and exclusions.

Topic 2

Event Search: This domain focuses on performing advanced event searches from detections, refining
searches using event actions, and distinguishing between commonly used event types.

Topic 3

Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

Topic 4

ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
applying its tactics and techniques within Falcon to provide context to detections.

CrowdStrike Certified Falcon Responder Sample Questions (Q170-Q175):

NEW QUESTION # 170
An analyst needs to quickly view the activity surrounding a suspicious process. Which of the following sequences of steps will pivot
to an auto-filled process timeline in the Falcon UI?

Answer: A

A. Host Search > Processes and Services > Filename > Start Time > Process 1D
B. Configuration > Host Groups > Select Host > Network History

C. Investigate > Bulk Search > Enter SHA256 > View Results

D. Activity Dashboard > Click Detection > Export to PDF

NEW QUESTION # 171
What happens when you create a Sensor Visibility Exclusion for a trusted file path?

Answer: A

A. It excludes sensor monitoring and event collection for the trusted file path

B. It prevents file uploads to the CrowdStrike cloud from that file path

C. It disables detection generation from that path, however the sensor can still perform prevention actions
D. It excludes host information fiom Detections and Incidents generated within that file path location

NEW QUESTION # 172
How long does detection data remain in the CrowdStrike Cloud before purging begins?

Answer: D

A. 45 Days
B. 14 Days
C. 30 Days
D. 90 Days

NEW QUESTION # 173
‘When navigating the 'Custom IOA' creation wizard, a user must select a rule type. Which of the following is NOT a valid IOA rule
type available for selection?

A. Scheduled Task
B. Process Creation
C. File Creation

D. Domain Name




Answer: A

NEW QUESTION # 174
‘What information does the MITREATT AND CKFramework provide?

A. Tt provides a step-by-step cyber incident response strategy

B. It is a system that attributes an attack techniques to a specific threat actor

C. It provides best practices for different cybersecurity domains, such as Identify and Access Management

D. It provides the phases of an adversary's lifecycle, the platforms they are known to attack, and the specific methods they
use

Answer: D

NEW QUESTION # 175
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