CrowdStrike CCFR-201bZ B 2T I E

HGROWDSTRIKE

CrowdStrike Certified

(CCFR)

sl

E-Book + PRACTICE TEST &% 591Lab

Fast2testiR Bt I G R ER N E RN EREF LN . REBARFIEIRERIEIITT LR R EBITHREH
B BIR2INERMIT S . RTRGE B /78 B R i#EE CrowdStrike CCFR-201b 275 %

FHTANBRREEEE TERBAKE, RMABEZETRIE IS EFRORE. RIE3) TH? Fast2test CrowdStrike
HICCFR-201b%5 33 5 2 L Bh &2 A8 AR T MITT A\ L3R B 353 ok, & Bh AR P IE R 38 38 CrowdStrikeff) CCFR-
201b 50 . A T AEBIEIR R Z G, BRITEE.

>> CCFR-201b% A IR 4718 <<

CCFR-201b5H ¥ & & & CCFR-201b PDF

MASEITEEHBRERZINE S, RERI DAL, ERVARK. REMIORAROEEMEEBEN, ER, K
FIRZ®E, RIEBETFast2test CrowdStrikef) CCFR-201bHI %R AERE R, EREFRBRSHEBITRENITE T,
FrUARIBIE S B, £ Y818 T i Fast2test CrowdStrike#] CCFR-201b 3% 3% 31 3 I .

B CrowdStrike CCFR CCFR-201b 2 &% A HE (Q66-Q71):
& #66

Ifthe Falcon sensor identifies suspicious behavioral patterns-such as a process attempting to dump memory from Isass.exe-what
specific type of detection will be generated?

A. Intelligence Data Match

B. Known Malware Alert

C. Indicator of Attack (IOA)

D. Indicator of Compromise (I0C)
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PR #67
The Bulk Domain Search tool contains Domain information along with which of the following?

A. Threat Actor Information
B. Port Information

C. IP Lookup Information
D. Process Information
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While reviewing the 'Detection Method' field for a high-severity alert, a responder sees the label "Post- Exploit'. This terminology is
used by CrowdStrike to identify a specific:

A. MITRE Tactic

B. Indicator of Attack (IOA)
C. Falcon Detection Method
D. Prevention Policy Level
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Analyze the following process lineage observed during a detection triage on a Windows 10 workstation:
root > siss.exe > winlogon.exe > userinit.exe > explorer.exe > windows_media_player y35s21-4ak.exe.
Based on the fact that the suspicious process originated from the user's desktop shell environment (explorer.
exe), what is the most likely entry vector for this attack?

A. Credential theft through a compromised Domain Controller
B. Malicious persistence via a WMI event subscription

C. Remote exploitation of a system service

D. User execution via a Phishing email or drive-by download
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When viewing the main 'Quarantine' dashboard to manage blocked files, which of the following pieces of information CANNOT be
seen by default?

e A. Hash

e B. Host Name

e C. Filename

¢ D. Date Quarantined
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