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Basic slements of a fiber-oplic communication plan - {correct answer) fiber, optical
light source, phatosensitice delection, efficient opbcal connection

Advantages of liber oplics - (correct answer) bandwidth

immunity to electrostatic interlerence

elimination of crosstalk

lower signal altenuation

loweer coad

saloty

na comosian problem

securily

Commanly used wavelengths in fiber-optic systems - (comect answer) 850 nm
1310 nm

1550 nm

1600-1625 nm

What part ol an oplical fiber cares the lighi -  (correct answer) the core of an oplical
fibar carmes the bght

What is a measure of bers light acceplance - [correct answer] numencal aperture

typical corefcladding sizes in microns for muttimode fiber - (corect answer) S0/125um
and 62.5/125um

Typical core size for single fiber mode - (comect answer) 7 o 10um

whal are the two key dislance Emiling parameters in fiber oplic iransmission - (commec!
answer) atenuation and dispesson

four tactors thal conlribute to attenuation - (correct answer) scatlering, absorblion
macrobending, microbanding

throe types of disperson - {corect answer) modal, chromatic, polorazation mode

two Bghi sources used in fiber optic < (comect answer) diode laser
light emitting déode
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47. Frage

A host is already set up with an operating system. An administrator wants to install a hypervisor atop the operating system to allow
for setting up virtual machines.

‘Which hypervisor should be used?

A. Type 2

B. Open source
C. Type 1

D. Proprietary

Antwort: A

48. Frage
Which layer of the OSI model includes HTTP?

A. Network
B. Session

C. Application
D. Transport

Antwort: C

Begrindung;

TheApplication layer(Layer 7 of the OSI model) includesHypertext Transfer Protocol (HTTP), which is used for web
commumnication. This layer provides network services directly to applications and users.

* Network layerdeals with IP addressing and packet routing.

* Session layermanages connections but does not include HTTP.

* Transport layerensures reliable data transmission but does not handle application protocols.

49. Frage
An organization has experienced injection attacks in the past and wants to take actions to mitigate this type of attack.
‘What should this organization do?

A. Use Wi-Fi Protected Access 2 (WPA2)
B. Decrease the wireless range

C. Use server-side validation

D. Detect code vulnerabilities

Antwort: C

Begriindung;

Server-side validationhelps preventSQL mjection, command injection, and other mput-based attacksby ensuring that user nput is
properly sanitized before being processed by the system Parameterized queries and nput validationshould also be implemented to
further reduce risk.

* Detecting code vulnerabilitiesis helpful but not a direct mitigation technique.

* Decreasing wireless rangedoes not affect injection attacks.

* Using WPA2secures wireless networks but does not prevent injection attacks.

50. Frage
Which layer of the OSI model includes the TCP?


https://www.zertpruefung.ch/Network-and-Security-Foundation_exam.html

A. Network
B. Session

C. Application
D. Transport

Antwort: D

Begriindung;

TheTransport layer(Layer 4 of the OSI model) includes theTransmission Control Protocol (TCP), which provides reliable,
connection-oriented communication. TCP ensures error-checking, sequencing, and retransmission of lost packets.

* Application layerdeals with end-user protocols like HTTP and FTP.

* Session layermanages communication sessions but not transport protocols.

* Network layerfocuses on IP addressing and routing, not transport mechanisms.

51. Frage
After a series of attacks, an organization needs to bolster its data protection measures.
Which strategy should be used to increase data protection?

A. Have restoration policies in place

B. Require that passwords change weekly

C. Inplement wired equivalent privacy (WEP)
D. Use a variable network topology

Antwort: A

Begrindung;

Having restoration policies in placeensures that in the event of data breaches, ransomware, or system failures, data can be quickly
restored from secure backups. This mmnimizes downtime and data loss.

* Using a variable network topologydoes not directly improve data security.

* Changing passwords weeklymay lead to weaker security due to password fatigue.

* WEPis obsolete and does not provide strong encryption for data protection.
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