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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1 Troubleshooting

Topic 2
Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 5

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.
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Topic 6
Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMs), ensuring smooth system management.

Topic 7
Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.
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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q21-
Q26):
NEW QUESTION # 21 
Refer to the exhibit.

What can you conclude from the downloaded import report?

A. FortiManager will change the configuration of REMOTE_SUBNET to match the interface mapping coming in from
Remote-FortiGate.
B. FortiManager does not support per-device mapping for firewall addresses.
C. The administrator will see a new policy package named Remote-FortiGate_root in the FortiManager ADOM database.
D. As a result of this policy import process, FortiManager will create a new firewall address called REMOTE_SUBNET in
the ADOM database.

Answer: C

Explanation:
The import report shows that a new policy package named Remote-FortiGate_root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

https://www.actualtorrent.com/FCP_FMG_AD-7.6-questions-answers.html
https://www.prep4sures.top/FCP_FMG_AD-7.6-exam-dumps-torrent.html


NEW QUESTION # 22 
Push updates are failing on a FortiGate device located behind a network address translation (NAT) device?
Which two settings should the administrator check to correct this problem? (Choose two.)

A. Make sure the Bind to IP address option on the FortiGuard service interface is set to the virtual IP address from the NAT
device.
B. Make sure FortiGuard updates and web service are enabled on the FortiGuard service interface.
C. Make sure the virtual IP address and the correct ports are configured on the NAT device.
D. Make sure the NAT device IP address and the correct ports are configured on FortiManager.

Answer: C,D

Explanation:
FortiManager must have the NAT device's IP address and correct ports configured to communicate properly with the FortiGate
behind NAT.
The NAT device must have the correct virtual IP address and ports configured to allow push updates to reach the FortiGate device.

NEW QUESTION # 23 
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When changes to the device-level database are made on FortiManager
B. When FortiManager is auto-updated with configuration changes made directly on a managed device
C. When FortiManager installs device-level changes on a managed device
D. When a provisioning template is assigned to a managed device on the device-level database

Answer: B,C

Explanation:
Conditions for Revision History and Troubleshooting
FortiManager creates a revision history when:
1- FortiGate is added to FortiManager
2- Device changes are installed
3- FortiGate configuration is retrieved from FortiManager
4- A local change on FortiGate causes an automatic update
Scripts run directly on remote devices also cause automatic updates and create a revision history
5- You revert to a previous revision and install the changes
How to check managed FortiGate configuration issues:
1- View and download FortiGate configuration revision
Compare differences between revisions
2- View who made the changes
3- View what has been installed on the managed device

NEW QUESTION # 24 
Refer to the exhibit. Which statement about the environment shown in the exhibit is correct?



A. You must restart the secondary unit if you promote it to become the primary.
B. FortiAnalyzer features are not enabled on this FortiManager device.
C. No FortiGuard packages have been synchronized between the cluster members yet.
D. A failover will take place after five minutes without receiving heartbeat packets.

Answer: B

Explanation:
lf FortiAnalyzer features are enabled, you cannot add FortiAnalyzer to FortiManager. You will also not be able to configure
FortiManager high availability (HA).

NEW QUESTION # 25 
Refer to the exhibit.



An administrator assigned a new policy package to FortiGate HQ-NGFW-1. In the installation preview, they noticed some settings
they did not modify and are unsure about the changes.
Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

A. FortiManager will install the CA certificate named root_CA3 to authenticate FortiGate-to-FortiManager communication
protocol (FGFM) tunnel connections with FortiGate HQ- NGFW-1.
B. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.
C. FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download
FortiGuard updates.
D. FortiGate HQ-NGFW-1 will use the root_CA3 certificate in firewall address objects or policies.

Answer: A,C

Explanation:
The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ- NGFW-1 to contact
FortiManager as a FortiGuard Distribution Server (FDS) for FortiGuard updates.
The installation includes a root_CA3 certificate, which FortiManager will install on FortiGate HQ-NGFW-1 to authenticate FGFM
tunnel connections between the devices.

NEW QUESTION # 26
......
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