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CompTIA SecAl+ Certification Exam Sample Questions (Q32-Q37):

NEW QUESTION # 32

A machine learning (ML) engineer is working with a security engineer to identify the best practices for securing a system with various
Al models.

Which of'the following actions should the engineers suggest?
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A. Following a secure model development life cycle (MDLC)
B. Implementing comprehensive security architecture

C. Using a secure software development life cycle (SDLC)
D. Conducting guardrail testing and security validation

Answer: A

Explanation:
A secure MDLC is tailored to Al and ML systems, ensuring security is integrated throughout the model's design, training, validation,
deployment, and monitoring phases. This directly addresses best practices for securing systems with Al models.

NEW QUESTION # 33
‘Which of the following job roles in an organizational governance structure develops a model from business use cases?

A. Al risk analyst

B. Machine learning operations (MLOps) engineer
C. Platform architect
D. Data scientist

Answer: D

Explanation:
A data scientist develops models from business use cases by translating organizational needs nto machine learning solutions. They
prepare data, select algorithims, and build models that align with the use cases.

NEW QUESTION # 34
A company uses human review for software development validation and wants to add another validation layer. Which of the
following should a security administrator use to accomplish task?

A. Low-code plug-in
B. Automated rollback
C. Al-assisted approval
D. Regression testing

Answer: C

Explanation:
Al-assisted approval adds an automated validation layer alongside human review, helping detect potential security or quality issues in
software development before deployment. This strengthens the overall validation process.

NEW QUESTION # 35

A financial organization implements a new Al-based fraud detection system to flag suspicious transactions. A security analyst
discovers that it occasionally blocks legitimate transactions.

Which of'the following is the best recommendation?

A. Retaining the model with more data and recent transaction patterns

B. Rolling back the model and using a traditional fraud detection system

C. Encrypting all the data processed by Al and applying further access controls
D. Implementing Al token usage and rate limits

Answer: A

Explanation:

False positives occur when the Al model lacks sufficient or representative training data.

Retraining the model with more diverse and recent transaction patterns improves accuracy, reducing the chance of legitimate
transactions being incorrectly flagged.



NEW QUESTION # 36
An Al security team must assess the probability of an attack on its new systemand the impact associated with such an attack. Which
of the following threat-modeling resources best addresses the threat landscape for machine learning (ML)?

A. Open Worldwide Application Security Project (OWASP)

B. Massachusetts Institute of Technology (MIT) risk repository

C. MITRE Adversarial Threat Landscape for Al Systems (ATLAS)
D. Common Vulnerabilities and Exposures (CVE) Al working group

Answer: C

Explanation:

MITRE ATLAS is specifically designed to capture adversarial tactics, techniques, and procedures (TTPs) targeting machine learning
systemns. It helps organizations assess both the probability and impact of AI/ML-related attacks, making it the most relevant threat-
modeling resource.

NEW QUESTION # 37
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