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i RE #323

You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image.
You need to ensure that when the scale set virtual machines are provisioned, they have web server components installed.
‘Which two actions should you perform? Each correct answer presents part of the solution.

NOTE Each correct selection is worth one point.

A. Create an Azure policy.

B. Create an automation account.

C. Create a new virtual machine scale set in the Azure portal.

D. Upload a configuration script.

E. Modify the extensionProfile section of the Azure Resource Manager template.

ZR: CE

R RE RS A -

Virtual Machine Scale Sets can be used with the Azure Desired State Configuration (DSC) extension handler. Virtual machine scale
sets provide a way to deploy and manage large numbers of virtual machines, and can elastically scale in and out in response to load.
DSC is used to configure the VM as they come online so they are running the production software.

Reference:

https://docs.microsoft.conven-us/azure/virtual-machine-scale- sets/virtual-machine-scale- sets-dsc
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You have an Azure subscription that hat Traffic Analytics configured.

You deploy a new virtual machine named VM1 that has the following settings:
* Region- East US

* Virtual network: VNetl

* NIC network security group: NSG1

You need to monitor VM1 traffic by using Traffic Analytics.

Which settings should you configure?

A. Insights for VM1

B. Diagnostic settings for VM1
C. NSG flow logs for NSG1

D. Diagnostic settings for NSG1

ER: C
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Traffic Analytics analyzes the network security group (NSG) flow logs to provide insights into traffic flow in your Azure cloudl.
NSG flow logs are a feature of Network Watcher that allows you to view information about ingress and egress IP traffic through an
NSG2. To use Traffic Analytics, you need to enable NSG flow logs for the network security groups you want to monitor1.
Diagnostic settings for VM1 or NSG1 are not required for Traffic Analytics. Diagnostic settings are used to stream log data froman
Aazure resource to different destinations such as Log Analytics workspace, Event Hubs, or Storage account3. Insights for VM1 are
also not required for Traffic Analytics. Insights are a feature of Azure Monitor that provide analysis of the performance and health of
an Azure resource4.

8 #325

You have an azure subscription that contain a virtual named VNetl. VNetl. contains four subnets named Gatesway, perimeter,
NVA, and production.

The NVA contain two network virtual appliance (N'VAs) that will network traffic inspection between the perimeter subnet and the
production subnet.

You need to implement an Azure load balancer for the NVAs. The solution must meet the following requirements:



The NVAs must run in an active-active configuration that uses automatic failover.

The NVA nust load balance traffic to two services on the Production subnet. The services have different IP addresses Which three
actions should you perform? Each correct answer presents parts of the solution.

NOTE: Each correct selection is worth one point.

A. Add two load balancing rules that have HA Ports enabled and Floating IP disabled.
B. Deploy a basic load balancer.

C. Deploy a standard load balancer.

D. Add a frontend IP configuration, two backend pools, and a health prob.

E. Add two load balancing rules that have HA Ports and Floating IP enabled.

F. Add a frontend IP configuration, a backend pool, and a health probe.

%%:. CD,E
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A standard load balancer is required for the HA ports.

-Two backend pools are needed as there are two services with different [P addresses.

-Floating IP rule is used where backend ports are reused.

Incorrect Answers:

F: HA Ports are not available for the basic load balancer.

Reference:

https:/docs.microsoft.com/en-us/azure/load-balancer/load- balancer-standard-overview
https:/docs.microsoft.conm/en-us/azure/load-balancer/load-balancer-multivip-overview The following diagram presents a hub-and-
spoke virtual network deployment. The spokes force-tunnel their traffic to the hub virtual network and through the NVA, before
leaving the trusted space. The NVAs are behind an internal Standard Load Balancer with an HA ports configuration. All traffic can
be processed and forwarded accordingly. When configured as show in the following diagram, an HA Ports load-balancing rule
additionally provides flow symmetry for ingress and egress traffic.
https://docs.microsoft.conven-us/azure/load-balancer/load-balancer-overview
https://docs.microsoft.conven-us/azure/load-balancer/load- balancer-multivip-overview
https://docs.microsoft.conven-us/azure/load-balancer/load-balancer-ha-ports-overview#a- single- floating- ip-direct- server-return-ha-
ports-configuration-on-an-internal-standard-load-balancer
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You have an Azure virtual machine named VM.

The network interface for VML is configured as shown in the exhibit. (Click the Exhibit tab.) You deploy a web server on VM1,
and then create a secure website that is accessible by using the HTTPS protocol. VML is used as a web server only.
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Youneed to ensure that users can connect to the website from the internet.
‘What should you do?

A. Delete Rulel.

B. Create a new inbound rule that allows TCP protocol 443 and configure the protocol to have a priority of
501.

C. Modify the protocol of Rule4.

D. For Rule5, change the Action to Allow and change the priority to 401.

ZX: D

R A -

Explanation

Rule 2 is blocking HTTPS access (port 443) and has a priority of 500.

Changing Rule 5 (ports 50-5000) and giving it a lower priority number will allow access on port 443.

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower numbers have
higher priority. Once traffic matches a rule, processing stops.

References:

httpsz/docs.microsoft.com/en-us/azure/virtual-network/security-overview

R #327
You have an Azure subscription that contains eight virtual machines and the resources shown in the following table.

Name T N 1 Description ]
B s

— et - {
— Virtual network with a singlesubnet that has five virtual mach
i

¥ I S S = — — — —— - .

WleQ

You need to configure access for VNEI1. The solution must meet the following requirements:

* The virtual machines connected to VNET1 must be able to communicate with the virtual machines connected to VNET2 by using
the Microsoft backbone.

* The virtual machines connected to VNETI must be able to access storagel. Storage2, and Microsoft Entra ID by using the
Microsoft backbone.

What is the minimum number of service endpoints you should add to VNET17?

e A0
e B.1
e C.2
e D3

ZE: D
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