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B #40
‘Which statement about immutable infrastructure i automation is true?

e A It is the practice of modifying the existing server configuration after it is deployed.
e B. It is the practice of deploying a new server for every configuration change.

e C. It is the practice of applying hotfixes and OS patches after deployment.

e D. It is the practice of deploying two parallel servers for high availability.

Ef#: B

A -
Immutable mfrastructure means that servers are never modified after deployment. Instead, any configuration change or update is
applied by deploying a new server instance with the desired configuration, ensuring consistency and reducing configuration drift.
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R #41
An administrator would like to use FortiCNP to keep track of sensitive data files located in the Amazon Web Services (AWS) S3
bucket and protect it from malware. Which FortiCNP feature should the administrator use?

A. FortiCNP Compliance policies

B. FortiCNP Data Scan policies

C. FortiCNP Risk Management policies
D. FortiCNP Threat Detection policies

Ef#: B
RN -

FortiCNP Data Scan policies are specifically designed to discover and track sensitive data in AWS S3 buckets and scan them for
malware, ensuring data protection and compliance.

H #42

An admmnistrator is trying to implement FortiCNP with Microsoft Azure Security integration.

However, FortiCNP is not able to extract any cloud integration data from Azure; therefore, real- time cloud security monitoring is
not possible.

What is causing this issue?

¢ A The organization is using a free Azure AD license.

¢ B. The FortiCNP account in Azure has the Storage Blob Data Reader role.
e C. The administrator enabled the wrong Defender plan for servers.

¢ D. The Azure account doesn't have the Global Administrator role.

Ef#: B

fEEL:

For FortiCNP integration with Azure Security, the Azure account must have sufficient permissions to extract security and resource
data. Ifthe account only has the Storage Blob Data Reader role, it can read storage blobs but cannot access the required security or
resource information, which prevents FortiCNP from performing real-time monitoring,

HP #43

You must add an Amazon Web Services (AWS) network access list (NACL) rule to allow SSH trafic to a subnet for temporary
testing purposes. When you review the current inbound and outbound NACL rules, you notice that the rules with number 5 deny
SSH and Telnet traffic to the subnet.

What can you do to allow SSH traffic?

¢ A. Youdo not have to create any NACL rules because the default security group rule automatically allows SSH traffic to the
subnet.

¢ B. You must create a new allow SSH rule anywhere in the network ACL rule base to allow SSH traffic.

e C. Younust create two new allow SSH rules, each with a number bigger than 5.

e D. Younust create two new allow SSH rules, each with a number smaller than 5.

1IEf#: D

B #44

A customer would like to use FortiGate fabric integration with FortiCNP.

When adding a FortiGate VM to FortiCNP, which three mandatory configuration steps must you follow on FortiGate? (Choose
three.)

A. Configure FortiGate to send logs to FortiCNP.
B. Create an SSI/SSH inspection profile.

C. Create and IPS sensor and a firewall policy.
D. Enable pre-shared key on both sides.

E. Import the FortiGate certificate into FortiCNP.



IEf#: A. D. E

R :

To integrate a FortiGate VM with FortiCNP, you must:

* Configure FortiGate to send logs to FortiCNP so security events are analyzed.

* Tmport the FortiGate certificate into FortiCNP for secure communication.

* Enable pre-shared key on both sides to authenticate and establish trust between FortiGate and FortiCNP.

B #45
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