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Questions (Q88-Q93):
NEW QUESTION # 88 
A company is using Amazon Aurora MySQL for a customer relationship management (CRM) application. The application requires
frequent maintenance on the database and the Amazon EC2 instances on which the application runs. For AWS Management
Console access, the system administrators authenticate against AWS Identity and Access Management (IAM) using an internal
identity provider. For database access, each system administrator has a user name and password that have previously been
configured within the database. A recent security audit revealed that the database passwords are not frequently rotated. The
company wants to replace the passwords with temporary credentials using the company's existing AWS access controls.
Which set of options will meet the company's requirements?

A. Enable IAM database authentication on the database.
Configure the database to use the IAM identity provider to map the administrator roles to the database user.
Install the Amazon Aurora SSL certificate bundle to the system administrators' certificate trust store.
Use the AWS CLI to generate an authentication token used when connecting to the database.
B. Create a new AWS Systems Manager Parameter Store entry for each database password.
Enable parameter expiration to invoke an AWS Lambda function to perform password rotation by updating the parameter
value.
Create an IAM policy allowing each system administrator to retrieve their current password from the Parameter Store.
Use the AWS CLI to retrieve credentials when connecting to the database.
C. Enable IAM database authentication on the database.
Attach an IAM policy to each system administrator's role to map the role to the database user name.
Install the Amazon Aurora SSL certificate bundle to the system administrators' certificate trust store.
Use the AWS CLI to generate an authentication token used when connecting to the database.
D. Create a new AWS Secrets Manager entry for each database password.
Configure password rotation for each secret using an AWS Lambda function in the same VPC as the database cluster.
Create an IAM policy allowing each system administrator to retrieve their current password.
Use the AWS CLI to retrieve credentials when connecting to the database.

Answer: C

Explanation:
To allow an IAM user or role to connect to your DB cluster, you must create an IAM policy. After that, you attach the policy to an
IAM user or role.
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/UsingWithRDS.IAMDBAuth.I AMPolicy.html

NEW QUESTION # 89 
A solutions architect is designing an application to accept timesheet entries from employees on their mobile devices. Timesheets will
be submitted weekly, with most of the submissions occurring on Friday. The data must be stored in a format that allows payroll
administrators to run monthly reports The infrastructure must be highly available and scale to match the rate of incoming data and
reporting requests.
Which combination of steps meets these requirements while minimizing operational overhead? (Select TWO}

A. Store the timesheet submission data in Amazon S3. Use Amazon Athena and Amazon QuickSight to generate the reports
using Amazon S3 as the data source.
B. Store the timesheet submission data in Amazon Redshift Use Amazon QuickSight to generate the reports using Amazon
Redshift as the data source
C. Deploy the application to Amazon EC2 On-Demand Instances with load balancing across multiple Availability Zones. Use
scheduled Amazon EC2 Auto Scaling to add capacity before the high volume of submissions on Fridays
D. Deploy the application front end to an Amazon S3 bucket served by Amazon CloudFront Deploy the application backend
using Amazon API Gateway with an AWS Lambda proxy integration
E. Deploy the application in a container using Amazon Elastic Container Service (Amazon ECS) with load balancing across
multiple Availability Zones Use scheduled Service Auto Scaling to add capacity before the high volume of submissions on
Fridays

Answer: A,D

Explanation:
Explanation
https://aws.amazon.com/blogs/architecture/create-dynamic-contact-forms-for-s3-static-websites-using-aws-lamb



NEW QUESTION # 90 
A retail company has structured its AWS accounts to be part of an organization in AWS Organizations. The company has set up
consolidated billing and has mapped its departments to the following OUs: Finance. Sales.
Human Resources <HR). Marketing, and Operations. Each OU has multiple AWS accounts, one for each environment within a
department. These environments are development, test, pre-production, and production.
The HR department is releasing a new system thai will launch in 3 months. In preparation, the HR department has purchased several
Reserved Instances (RIs) in its production AWS account. The HR department will install the new application on this account. The
HR department wants to make sure that other departments cannot share the Rl discounts.
Which solution will meet these requirements?

A. Remove the HR department's production AWS account from the organization. Add the account to the consolidating billing
configuration only.
B. In the AWS Billing and Cost Management console for the HR department's production account, turn off R1 sharing.
C. Create an SCP in the organization to restrict access to the RIs. Apply the SCP to the OUs of the other departments.
D. In the AWS Billing and Cost Management console, use the organization's management account to turn off R1 sharing for
the HR department's production AWS account.

Answer: D

Explanation:
Explanation
You can use the management account of the organization in AWS Billing and Cost Management console to turn off RI sharing for
the HR department's production AWS account. This will prevent other departments from sharing the RI discounts and ensure that
only the HR department can use the RIs purchased in their production account.

NEW QUESTION # 91 
A health insurance company stores personally identifiable information (PII) in an Amazon S3 bucket. The company uses server-side
encryption with S3 managed encryption keys (SSE-S3) to encrypt the objects.
According to a new requirement, all current and future objects in the S3 bucket must be encrypted by keys that the company's
security team manages. The S3 bucket does not have versioning enabled.
Which solution will meet these requirements?

A. In the S3 bucket properties, change the default encryption to server-side encryption with AWS KMS managed encryption
keys (SSE-KMS). Set an S3 bucket policy to deny unencrypted PutObject requests.
Use the AWS CLI to re-upload all objects in the S3 bucket.
B. In the S3 bucket properties, change the default encryption to AES-256 with a customer managed key.Attach a policy to
deny unencrypted PutObject requests to any entities that access the S3 bucket. Use the AWS CLI to re-upload all objects in
the S3 bucket.
C. In the S3 bucket properties, change the default encryption to server-side encryption with AWS KMS managed encryption
keys (SSE-KMS). Set an S3 bucket policy to automatically encrypt objects on GetObject and PutObject requests.
D. In the S3 bucket properties, change the default encryption to SSE-S3 with a customer managed key. Use the AWS CLI
to re-upload all objects in the S3 bucket. Set an S3 bucket policy to deny unencrypted PutObject requests.

Answer: A

Explanation:
Explanation
SSE-KMS provides the necessary encryption of the PII with customer-managed keys, which the company's security team controls.
Setting a bucket policy to deny unencrypted PutObject requests ensures that all future objects in the bucket will be encrypted. Re-
uploading all existing objects using the AWS CLI allows for the encryption of the current objects. According to the AWS Certified
Solutions Architect - Professional Official Amazon Text Book, SSE-KMS is "a fully managed encryption service that enables you to
encrypt your data with keys that you manage."

NEW QUESTION # 92 
A company is hosting a three-tier web application in an on-premises environment. Due to a recent surge in traffic that resulted in
downtime and a significant financial impact, company management has ordered that the application be moved to AWS. The
application is written in .NET and has a dependency on a MySQL database A solutions architect must design a scalable and highly



available solution to meet the demand of
200000 daily users.
Which steps should the solutions architect take to design an appropriate solution?

A. Use AWS Elastic Beanstalk to create a new application with a web server environment and an Amazon RDS MySQL
Multi-AZ DB instance The environment should launch a Network Load Balancer (NLB) in front of an Amazon EC2 Auto
Scaling group in multiple Availability Zones Use an Amazon Route 53 alias record to route traffic from the company's domain
to the NLB.
B. Use AWS CloudFormation to launch a stack containing an Application Load Balancer (ALB) in front of an Amazon EC2
Auto Scaling group spanning three Availability Zones. The stack should launch a Multi-AZ deployment of an Amazon Aurora
MySQL DB cluster with a Retain deletion policy. Use an Amazon Route 53 alias record to route traffic from the company's
domain to the ALB
C. Use AWS CloudFormation to launch a stack containing an Application Load Balancer (ALB) in front of an Amazon ECS
cluster of Spot Instances spanning three Availability Zones The stack should launch an Amazon RDS MySQL DB instance
with a Snapshot deletion policy Use an Amazon Route 53 alias record to route traffic from the company's domain to the ALB
D. Use AWS Elastic Beanstalk to create an automatically scaling web server environment that spans two separate Regions
with an Application Load Balancer (ALB) in each Region. Create a Multi-AZ deployment of an Amazon Aurora MySQL DB
cluster with a cross-Region read replica Use Amazon Route 53 with a geoproximity routing policy to route traffic between the
two Regions.

Answer: D

Explanation:
Explanation
Using AWS CloudFormation to launch a stack with an Application Load Balancer (ALB) in front of an Amazon EC2 Auto Scaling
group spanning three Availability Zones, a Multi-AZ deployment of an Amazon Aurora MySQL DB cluster with a Retain deletion
policy, and an Amazon Route 53 alias record to route traffic from the company's domain to the ALB will ensure that

NEW QUESTION # 93
......
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