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Cisco Understanding Cisco Cybersecurity Operations Fundamentals 200-201
Priifungsfragen mit Losungen (Q26-Q31):

26. Frage
Ina SOC environment, what is a vulnerability management metric?

A. single factor authentication
B. code signing enforcement
C. full assets scan

D. internet exposed devices

Antwort: A

27. Frage
Refer to the exhibit.

Refer to the exhibit Drag and drop the element names from the left onto the corresponding pieces of the PCAP file on the right.

Antwort:

Begriindung;

28. Frage

Refer to the exhibit. An employee received an email from an unknown sender with an attachment and reported it as a phishing
attempt. An engineer uploaded the file to Cuckoo for firther analysis. What should an engineer interpret from the provided Cuckoo
report?

A. The file is clean and does not represent a risk.

B. Cuckoo cleaned the malicious file and prepared it for usage.

C. MD:5 of'the file was not identified as malicious.

D. Win32.polip.a.exe is an executable file and should be flagged as malicious.

Antwort: D

Begrindung;

The Cuckoo report indicates that the file is a PE32 executable for MS Windows, which is typically an executable file format. The
presence of the watermark "CHINESEDUMPS" and the detection ratio from VirusTotal suggest that the file is recognized by
multiple antivirus engines as potentially harmful. This aligns with option A, suggesting that the file, named Win32.polip.a.exe, should
be considered malicious and flagged accordingly.

References: The information provided is based on standard practices for analyzing potentially malicious files using tools like Cuckoo
and services like VirusTotal, which are commonly referenced in cybersecurity documentation, including Cisco's cybersecurity training
materials.

29. Frage
An employee received an email froma colleague's address asking for the password for the domain controller.
The employee noticed a missing letter within the sender’s address. What does this incident describe?

A. shoulder surfing
B. brute-force attack

C. social engineering
D. msider attack
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Antwort: C

Begrindung;

Social engineering is a tactic used by attackers to manipulate individuals into divulging confidential information, such as passwords. In
this scenario, the attacker is impersonating a colleague by using a similar email address with a missing letter, attempting to trick the
employee into revealing sensitive information.

References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course and materials provide insights into
various types of cybersecurity threats, including social engineering, and how to recognize and respond to them

30. Frage
Refer to the exhibit.

‘What should be interpreted from this packet capture?

e A 81.179.179.69 is sending a packet from port 80 to port 50272 of IP address 192.168.122.100 using UDP protocol.

e B. 192.168.122.100 is sending a packet from port 80 to port 50272 of TP address 81.179.179.69 using UDP protocol.

e (. 81.179.179.69 is sending a packet from port 50272 to port 80 of IP address 192.168.122.100 using TCP UDP
protocol.

e D. 192.168.122.100 is sending a packet from port 50272 to port 80 of IP address 81.179.179.69 using TCP protocol.

Antwort: D

Begrindung;

The packet capture exhibit shows that the source IP address is 192.168.122.100 and it is sending a packet from source port 50272
to destination port 80 of destmnation IP address 81.179.179.69 using TCP protocol. The TCP protocol is indicated by the Protocol
field which has the value 6. The source and destination ports are indicated by the SrcPort and DstPort fields respectively. The
source and destination IP addresses are indicated by the SrcAddr and DstAddr fields respectively. Reference = Cisco
Cybersecurity Operations Fundamentals - Module 3: Network Data and Event Analysis
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