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A company deployed SSM muilticast, in order to save the bandwidth consumption of multicast data in the LAN, the network
admmistrator made the following configuration on the switch

o A True
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e B. False

IEf#: B

HA #322
Port isolation can be deployed on an Ethernet network to implement both Layer 2 communication and Layer 3 isolation, making the

networking more flexible.

e A.FALSE
e B. TRUE

IEf#: B

RN :

Comprehensive and Detailed

Port isolation is a feature used to enhance security and network segmentation by restricting communication between certain switch
ports at Layer 2 while allowing them to communicate through Layer 3.

Layer 2 Communication: Devices within the same VLAN can communicate with an upstream gateway or router.

Layer 3 Isolation: Devices cannot commumnicate directly at Layer 2 but must pass through a Layer 3 device (e.g., a router or
firewall).

Use Case: Typically used in enterprise networks, hotel networks, and campus networks to prevent unwanted direct communication
between clients.

Thus, the statement is correct, and the answer is TRUE.

[0 Reference: Huawei HCIE Datacom Official Guide - Ethernet Port Isolation

HM #323
The following description of the Layer 6 functionality in the OSI reference model is correct?

A. Determines the availability of resources

B. Synchronous commumication

C. Provides a common data compression and encryption scheme
D. Establishing, mamntaining, and terminating commumnication sessions

Ef#: C

E #324
BGP4+ is running between two routers, and the neighbor relationship is normal, but the BGP routing table of the router on this side
does not have a neighbor route entry.

A. The next hop address of the

B. The peer is configured with active-route-advertise

C. The route entry in the peer BGP route table is non-optimal.
D. BGP route entry is unreachable

E. Peer ignore is configured on the peer

Ef#: A. C E

HH #325

You write the following Python code to invoke a RESTful API to obtain the token ID of iMaster NCE. Which of the following
statements are correct?

import requests

response = requests.get("https/139.9.213.72")

print(response.json())

Error returned:

requests.exceptions.SSLError: HITPSConnectionPool(host='139.9.213.72', port=18002): Max retries exceeded with url:
/controller/v2/tokens (Caused by SSLError(CertificateError(‘hostname '139.9.213.72' doesn't match 'devzone.huawei.com)))



Options:

¢ A The code can be modified as follows:import requestsresponse = requests.get("httpsz/139.9.213.72",
verify=False)print(response.json())

¢ B. The code can be modified as follows:import requestsresponse = requests.post("http/139.9.213.72",
verify=False)print(response.json())

o (. The SSL certificate verification fails.

e D. The client does not trust the SSL certificate of the server.

Ef#: AL C. D

TR

Error analysis:

The error SSLError and CertificateError indicates the server's SSL certificate'shostname doesn't match the TP addressbeing used in
the request.

This happens when acertificate is issued for a domain (like devzone.huawei.com), but the client accesses it via an IP address
(139.9.213.72), causing atrust failure.

Correct statements:

A-#: The client doesn't trust the SSL certificate # correct.

B-#: SSL verification fails due to hostname mismatch.

C-#: Disabling verification with verify=False bypasses the check (only recommended in lab/testing environments).

D-#: Uses http instead of https, which changes protocol and defeats the purpose of SSL. Also uses POST without API path.
Correct answers: A, B, C
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