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e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
=R 1 policies for wireless security, guest portal deployment, and advanced solutions like Fortilink NAC,

dynamic VLAN, and VLAN pooling,

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
=x 2 FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
=73 implementing zero-touch provisioning, configuring VLLANSs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
=X 4 authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.
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AE#7

‘Which monitoring tools in FortiGate help visualize wireless performance metrics?
(Choose three)

Response:

A. FortiView

B. Threat Map

C. Heatmaps in FortiPlanner

D. Spectrum Analysis

E. Log & Report > WiFi Events
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EE#72
In a Windows environment using AD machine authentication, how does FortiAuthenticator ensure that a previously authenticated
device is maintaining its network access once the device resumes operating after sleep or hibernation?

A. It temporarily assigns the device to a guest VLAN until full reauthentication is completed.
B. It sends a wake-on-LAN packet to trigger reauthentication.

C. It caches the MAC address of authenticated devices for a configurable period of time.
D. It uses machine authentication based on the device IP address.

He: C

Y.

WithAD machine authenticationvia FortiAuthenticator:

* When a machine successfully authenticates, FortiAuthenticator records:

* Machine account / identity

* MAC addressof'the device

* Associated IP and session info

To handle sleep/hibernation:

* FortiAuthenticator keeps acache of authenticated MAC addressesfor a configured timeout.
* When the device wakes up and sends traffic again, FortiAuthenticator/FSSO can still treat it as authenticated as long as its MAC
is in cache, so access is maintained without forcing a full machine re- auth immediately.

This matches optionD.

* A(guest VLAN) is not the standard behavior here.

* B(WoL) is unrelated.

* C(IP-based) would break as IPs can change; MAC-based caching is what's used.

EE#73
‘Which CLI automation action on FortiGate is used to define automatic quarantine based on event logs?
Response:

A. config system autormation-action — set action quarantine
B. config automation-stitch — set action-type quarantine-host
C. config user quarantine — set auto-log enable

D. config log setting — set quarantine enable
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HE#74

Which three configuration steps are needed to onboard a FortiExtender to FortiGate?
(Choose three)

Response:



A. Authorize FortiExtender on FortiGate

B. Assign interface role to FortiExtender port
C. Set modemmode to passthrough

D. Add FortiExtender to trusted device list
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: AB,D

EHE#75

Which three conditions can FortiLink NAC use to enforce network access control?
(Choose three)

Response:

A. Device type

B. MAC address

C. Switch stack priority
D. Interface MTU

E. User identity
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