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A2 #19

(David Paymer has been working as a senior DevSecOps engineer in an I'T company over the past 5 years. His organization is using
Azure DevOps service to produce software products securely and quickly. David's team leader asked him to publish a NuGet
package utilizing a command line. Imagine you are in David's place; which command would you use to publish NuGet package into
the feed?.)

A. nuget.exe publish -Source "< YOUR FEED NAME >"-ApiKey < ANY STRING > <PACKAGE PATH >.

B. nuget.exe publish -Destination "< YOUR FEED NAME >"-ApiKey < ANY STRING ><PACKAGE PATH >.
C. nuget.exe push -Destination "< YOUR_FEED NAME >"-ApiKey < ANY STRING > <PACKAGE PATH >.
D. nuget.exe push -Source "< YOUR FEED NAME >"-ApiKey < ANY STRING > <PACKAGE PATH >.

He:. D

Y.

Publishing a NuGet package to a feed is done using the nuget.exe push command. The -Source parameter specifies the target feed
name or URL, and the - ApiKey parameter is required even if the feed ignores its value. The publish verb is not used for NuGet
package uploads, and -Destination is not a valid parameter for pushing packages. Therefore, nuget.exe push -Source "
<YOUR FEED NAME>"-ApiKey

<ANY_STRING><PACKAGE PATH> is the correct command. Using command-line publishing supports automation and
consistency in DevSecOps workflows, enabling secure and repeatable artifact distribution as part of continuous delivery pipelines.

EE #20

(Lara Grice has been working as a DevSecOps engineer in an I'T company located in Denver, Colorado. Her team leader has told
her to save all the container images in the centos repository to centos-all.tar. Which of the following is a STDOUT command that
Lara can use to save all the container images in the centos repository to centos-all.tar?.)

A. # docker save centos < centos all.tar.
B. # docker save centos > centos-all tar.
C. # docker save centos < centos-all.tar.
D. # docker save centos > centos all.tar.

HE: B

Y.

The docker save command exports one or more Docker images to a tar archive by writing the image data to standard output
(STDOUT). To redirect this output into a file, the > redirection operator is used. The correct syntax is docker save <image> >
<filename>.tar. In this scenario, the image repository name is centos, and the desired archive file is centos-all.tar, making option B
correct. Options C and D incorrectly use input redirection (<) instead of output redirection. Option A includes a space in the
filename (centos all.tar), which would be interpreted as two separate arguments and cause an error unless quoted. Saving images to
a tar archive is a common operational task used for backups, transfers between environments, or offline analysis during the Operate
and Monitor stage.

AE #21

(Rachel McAdans has been working as a senior DevSecOps engineer in an [T company for the past 5 years.

Her organization embraced AWS cloud service due to robust security and cost-effective features offered by it.

To take proactive decisions related to the security issues and to minimize the overall security risk, Rachel integrated ThreatModeler
with AWS. ThreatModeler utilizes various services in AWS to produce a robust threat model. How can Rachel automatically
generate the threat model of her organization's current AWS environment in ThreatModeler?.)

A. By using Architect.

B. By using YAML spec-based orchestration tools.
C. By using STRIDE per Element.

D. By using Accelerator.

g: D

od



Y.

ThreatModeler'sAcceleratorcapability allows automatic generation of threat models directly from an organization's live AWS
environment. It connects to AWS services, analyzes deployed resources, and converts them into architectural diagrans and threat
models without manual input. YAML~based orchestration tools and STRIDE per Element are methodologies used for modeling but
do not automatically ingest live cloud configurations. Architect is a design construct, not an automation engine. Using Accelerator
during the Plan stage enables proactive, continuous threat modeling, ensuring that evolving cloud infrastructure is always assessed for
risk and security gaps.

EE #22

(Jason Wylie has been working as a DevSecOps engineer in an I'T company located in Sacramento, California. He would like to use
Jenkins for CI and Azure Pipelines for CD to deploy a Spring Boot app to an Azure Container Service (AKS) Kubernetes cluster.
He created a namespace for deploying the Jenkins in AKS, and then deployed the Jenkins app to the Pod. Which of the following
commands should Jason run to see the pods that have been spun up and running?)

A. kubectl get pods -p jenkins.
B. kubectl get pods -n jenkins.
C. kubectl get pods -s jenkins.
D. kubectl get pods -k Jenkins.

He: B

Y.

Kubernetes uses namespaces to logically isolate resources such as pods, services, and deployments. When an application like
Jenkins is deployed into a specific namespace, the correct way to view the pods running in that namespace is by using the -n (or --
namespace) flag with the kubectl get pods command. The command kubectl get pods -n jenkins instructs Kubernetes to list all pods
n the "jenkins" namespace. The other options use mvalid or unrelated flags that are not supported for namespace selection. Verifyng
pod status during the Release and Deploy stage is essential to ensure that applications have been deployed successfully and are
running as expected before exposing services or proceeding to monitoring. This step supports deployment validation and operational
readiness in Kubernetes-based DevSecOps environments.

A2 #23

(Jordon Garrett is working as a DevSecOps engineer in an I'T company situated in Chicago, Illinois. His team prefers to use
PowerShell for utilizing Git hooks because Bash and Windows are not compatible for advanced executions. For calling PowerShell
script from Bash shell, Jordon wrote a PowerShell script using pre-commit logic such as pre-commit.ps1 and then executed the
following commands

#1C/Program\ Files/Git/ust/biv/sh.exe

exec powershell.exe -NoProfile - ExecutionPolicy Bypass -File "..git\hooks\pre-commit.ps 1" How would Jordon know that the
commit is successful?.)

A. Ifthe code exits with 3, then the commit is successful.
B. If the code exits with 1, then the commit is successful.
C. Ifthe code exits with 0, then the commit is successful.
D. Ifthe code exits with 2, then the commit is successful.

4

o
m

: C

MY

Git hooks determine success or failure based on the exit code of the executed script. An exit code of0indicates successful execution,
while any non-zero value signals failure and causes Git to abort the commit. In Jordon's setup, a Bash shell calls a PowerShell script
to perform pre-commit checks. Ifthe PowerShell script exits with code 0, Git interprets this as a successful hook execution and
allows the commit to proceed. Exit codes such as 1, 2, or 3 indicate errors or policy violations and will block the commit. This
mechanism ensures that security or quality checks enforced by the pre-commit hook must pass before code is committed. Using exit
codes in this way is a standard and reliable approach in cross-platform DevSecOps automation during the Code stage.

EE#24
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