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¢ WLAN Security Design and Architecture: This part of the exam focuses on the abilities of a Wireless
Security Analyst in selecting and deploying appropriate WLAN security solutions in line with established
policies. It includes implementing authentication mechanisis like WPA2, WPA3, 802.1X

¢ EAP, and guest access strategies, as well as choosing the right encryption methods, such as AES or
VPNs. The section firther assesses knowledge of wireless monitoring systems, understanding of AKM
processes, and the ability to set up wired security systens like VLANSs, firewalls, and ACLs to support
wireless infrastructures. Candidates are also tested on their ability to manage secure client onboarding,
configure NAC, and implement roaming technologies such as 802.11r. The domain finishes by evaluating
practices for protecting public networks, avoiding common configuration errors, and mitigating risks tied to
weak security protocols.

Topic 1

o Security Policy: This section of the exam measures the skills of a Wireless Security Analyst and covers how
WLAN security requirements are defined and aligned with organizational needs. It emphasizes evaluating
regulatory and technical policies, involving stakeholders, and reviewing infrastructure and client devices. It
also assesses how well high-level security policies are written, approved, and maintained throughout their
lifecycle, including training nitiatives to ensure ongoing stakeholder awareness and compliance.

Topic 2

e Security Lifecycle Management: This section of the exam assesses the performance of a Network
Infrastructure Engineer in overseeing the full security lifecycle—from identifying new technologies to
ongoing monitoring and auditing, It examines the ability to assess risks associated with new WLAN
implementations, apply suitable protections, and perform compliance checks using tools like SIEM.

Topic 3 Candidates must also demonstrate effective change management, maintenance strategies, and the use of

audit tools to detect vulnerabilities and generate insightful security reports. The evaluation includes tasks

such as conducting user interviews, reviewing access controls, performing scans, and reporting findings in
alignment with organizational objectives.

¢ Vulnerabilities, Threats, and Attacks: This section of the exam evaluates a Network Infrastructure Engineer
n identifying and mitigating vulnerabilities and threats within WLAN systems. Candidates are expected to
use reliable information sources like CVE databases to assess risks, apply remediations, and implement
quarantine protocols. The domain also focuses on detecting and responding to attacks such as

Topic 4 eavesdropping and phishing, It includes penetration testing, log analysis, and using monitoring tools like
SIEM systens or WIPS

¢ WIDS. Additionally, it covers risk analysis procedures, including asset management, risk ratings, and loss
calculations to support the development of informed risk management plans.

CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q114-Q119):

NEW QUESTION # 114
Wireless Intrusion Prevention Systens (WIPS) provide what network security services? (Choose 2)

A. Policy enforcement and compliance management
B. Analysis and reporting of AP CPU utilization

C. Application-layer traffic inspection

D. Wireless vulnerability assessment

E. Configuration distribution for autonomous APs

Answer: A,D

Explanation:

WIPS systems provide proactive security by continuously scanning for threats and ensuring WLAN policy compliance. Their
capabilities include:

B). Wireless vulnerability assessment: Scanning for misconfigured APs, weak encryption, and unauthorized devices.

E). Policy enforcement and compliance: Ensuring security settings adhere to enterprise or regulatory requirements and alerting on
deviations.

Other options like application-layer inspection and AP CPU monitoring are outside the WIPS function scope.

References:

CWSP-208 Study Guide, Chapter 7 - WIPS Services and Capabilities



CWNP CWSP-208 Objectives: "WIPS Threat Mitigation and Enforcement”

NEW QUESTION # 115

Given: ABC Corporation is evaluating the security solution for their existing WLAN. Two of their supported solutions include a
PPTP VPN and 802.1X/LEAP. They have used PPTP VPNs because of their wide support in server and desktop operating
systermns. While both PPTP and LEAP adhere to the mmnimum requirenments of the corporate security policy, some individuals have
raised concerns about MS-CHAPV2 (and similar) authentication and the known fact that MS-CHAPv2 has proven vulnerable in
improper implementations.

As a consultant, what do you tell ABC Corporation about implementing MS-CHAPV2 authentication?

(Choose 2)

A. MS-CHAPv2 uses AES authentication, and is therefore secure.

B. MS-CHAPWV2 is only appropriate for WLAN security when used inside a TLS-encrypted tunnel.
C. MS-CHAPV2 is compliant with WP A-Personal, but not WP A2-Enterprise.

D. MS-CHAPY2 is subject to offline dictionary attacks.

E. When implemented with AES-CCMP encryption, MS-CHAPV2 is very secure.

F. LEAP's use of MS-CHAPV2 is only secure when combined with WEP.

Answer: B,.D

Explanation:

MS-CHAPV2 is a widely used authentication protocol, but it has notable weaknesses:

B). MS-CHAPV2 is vulnerable to offline dictionary attacks. Attackers can capture authentication exchanges and attempt password
guesses offline due to predictable hashing behavior.

D). The only secure use of MS-CHAPV2 is inside a secure tunnel (e.g., EAP-TTLS or PEAP), where credentials are protected
during transmission.

Incorrect:

A). MS-CHAPV2 is used in WPA2-Enterprise, not WPA-Personal, and it is allowed under WPA2-Enterprise via PEAP.

C). WEP does not enhance LEAP's security; it compounds vulnerabilities.

E and F. MS-CHAPW2 does not use AES for authentication. Using AES-CCMP for encryption does not fix MS-CHAPW2's
weaknesses.

References:

CWSP-208 Study Guide, Chapter 4 (EAP Methods and Authentication Protocols) CWNP MS-CHAPv2 and PEAP
Implementation Guidelines Microsoft MS-CHAPV2 Vulnerability Advisories

NEW QUESTION # 116
What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA?2 is in use?

A. Pairwise Cipher Suite List
B. RSN Capabilities

C. Group Cipher Suite

D. AKM Suite List

Answer: D

Explanation:

The AKM (Authentication and Key Management) Suite List field within the RSN Information Element defines which authentication
methods are supported by the AP. This field distinguishes between PSK (Pre- Shared Key) and Enterprise (802.1X) modes:
AKM Suite OUI 00-0F-AC:1 = WPA2-Personal (PSK)

AKM Suite OUI 00-0F-AC:2 = WPA2-Enterprise (802.1X)

By examining this field in Beacon or Probe Response frames, a protocol analyzer can determine the authentication method enforced
by the BSS.

References:

CWSP-208 Study Guide, Chapter 6 - RSN IE Fields and Analysis

CWNP CWSP-208 Objectives: "RSN IE Analysis" and "Authentication Methods Identification”

NEW QUESTION # 117



You are implementing an 802.11ac WLAN and a WIPS at the same time. You must choose between integrated and overlay WIPS
solutions. Which of'the following statements is true regarding integrated WIPS solutions?

e A Integrated WIPS always perform better froma client throughput perspective because the same radio that performs the
threat scanning also services the clients.

¢ B. Integrated WIPS is always more expensive than overlay WIPS.

¢ C. Integrated WIPS use special sensors installed alongside the APs to scan for threats.

¢ D. Many integrated WIPS solutions that detect Voice over Wi-Fi traffic will cease scanning altogether to accommodate the
latency sensitive client traffic.

Answer: D

Explanation:

In integrated WIPS systens, radios are shared between client servicing and security scanning, To maintain quality of service for
latency-sensitive applications such as VoWiFi (Voice over Wi-Fi), scanning operations may be temporarily suspended or
deprioritized, potentially reducing security monitoring during those periods.

References:

CWSP-208 Study Guide, Chapter 7 - Integrated WIPS Tradeoffs

CWNP CWSP-208 Objectives: "Integrated WIPS Behavior and Performance Impact”

NEW QUESTION # 118

Given: Fred works primarily from home and public wireless hot-spots rather than commuting to the office. He frequently accesses
the office network remotely from his Mac laptop using the local 802.11 WLAN.

In this remote scenario, what single wireless security practice will provide the greatest security for Fred?

A. Use an [PSec VPN for connectivity to the office network

B. Use WIPS sensor software on the laptop to monitor for risks and attacks

C. Use only HTTPS when agreeing to acceptable use terms on public networks

D. Use 802.1X/PEAPWO0 to connect to the corporate office network from public hot-spots
E. Use enterprise WIPS on the corporate office network

F. Use secure protocols, such as FTP, for remote file transfers.

Answer: A

Explanation:

‘When connecting over untrusted public networks:

An IPSec VPN provides encryption and authentication from the client to the corporate network.
This protects against eavesdropping, man-in-the-middle attacks, and spoofed hotspots.
Incorrect:

B). HTTPS only protects web sessions-not all traffic.

C). Enterprise WIPS at the office won't protect remote users.

D). Laptop-based WIPS software is rare and less effective than usinga VPN.

E). 802.1X/PEAP is not designed for remote use over public hotspots.

F). FTP is not secure; secure alternatives include SFTP or FTPS.

References:

CWSP-208 Study Guide, Chapter 6 (VPNs and Remote Security)

CWNP Remote Access Security Best Practices

NEW QUESTION # 119
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