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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q34-Q39):

NEW QUESTION # 34
In order to configure allowed IP addresses forSSH accessto a BIG-IP device, the BIG-IP Administrator has issued the commands
shown in the exhibit.

Which IP addresses will have SSH access after issuing the shown commands?
(Choose two.)

A. 10.0.0.100
B. 100.0.1.10
C. 10.0.0.254
D. 100.0.0.10
E. 10.0.0.256

Answer: A,C
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Explanation:

From the exhibit, the administrator performs the following actions:

* Displays the current SSH allow configuration:

tirsh list sys sshd allow

allow { ALL }

* Replaces the existing SSH allow list with a specific subnet:

tmsh modify sys sshd allow replace-all-with { 10.0.0.0/24 }

* Confirms the updated configuration:

trrsh list sys sshd allow

allow { 10.0.0.0/24 }

This configuration restricts SSH access to only hosts that fall within the10.0.0.0/24network.
Evaluation of the options

A). 10.0.0.100

This address is within the 10.0.0.0/24 subnet and is a valid host address, so SSH access is permitted.
B). 10.0.0.254

This address is also within the 10.0.0.0/24 subnet and is a valid host address, so SSH access is permitted.
C). 10.0.0.256

This is not a valid IP address because an IPv4 octet cannot exceed 255.

D). 100.0.1.10

This address is outside the configured 10.0.0.0/24 subnet and will not be allowed.

E). 100.0.0.10

This address is also outside the configured subnet and will not be allowed.

NEW QUESTION # 35
‘What command will allow the BIG-IP Admmistrator to view theconfigured management IPof a BIG-IP system?
(Choose one.)

A. tirsh list sys management-route
B. tsh [ist net self

C. tmsh list sys management-ip

D. tmsh show sys management-ip

Answer: C

Explanation:

Comprehensive and Detailed Explanation (Paraphrased)

The BIG-IP stores the configured management IP address as asystem configuration objectunder the/sys hierarchy.
To display configured (persistent) values, BIG-IP uses thetsh list command, not show.
Why tish list sys management-ip is correct

* The management [P configuration is defined under:

* /sys management-ip

* Running;

* tmsh list sys management-ip

displays:

* The configured management IP address

* Netmask

* Associated attributes

This command shows theactual configured management IP, which is what the question asks for.
Why the other options are incorrect

A). tsh show sys management-ip

* The show command is used for runtime statistics and status.

* management-ip is a configuration object, not a statistics object.

C). torsh list sys management-route

* Displays management routing information, not the management IP address itself.

D). tirsh list net self

* Displays Self TPs used on the data plane.

* Does not show the management interface IP.



NEW QUESTION # 36
When logged into thebash shellof a BIG-IP system, which of the following commands will display the management-ip address?
(Choose two.)

A. trrsh list /sys management-ip
B. list/ sys management-ip

C. show mgnt ip

D. ifconfig mgmt

Answer: AD

Explanation:

When logged into thebash shellof a BIG-IP system, there are two valid ways to view themanagement-ip address:
A). torsh fist /sys management-ip

* Even from the bash shell, the administrator can enter a tmsh command by typing:
* tmsh list /sys management-ip

* This displays:

* Management [P address

* Netmask

* Any configured management routes

* This is theofficial tmsh methodfor viewing the management-ip configuration.

O). ifconfig mgmt

* In the underlying Linux OS, the management interface maps to themgmtinterface.
* Running;

* ifconfig mgmt

displays:

* Assigned management [P

* Netmask

* Link-level status

* This is a valid Linux-level method used frequently for troubleshooting.

Why the other options are incorrect:

B). show mgnt ip

* Not a valid bash or tmsh command on BIG-IP.

D). list / sys management-ip

* Missing thetrmshprefix.

* In bash, this will generate a syntax error.

* The correct form requires:

tmsh list /sys management-ip

NEW QUESTION # 37

The device is currently onv15.1.2.1.

The BIG-IP Administrator needs to boot the device back tov13.1.0.6to gather data for troubleshooting,
The system shows:

Sys:Software Status

Volume Product Version Build Active Status Allowed

HDI.1 BIG-IP 15.1.2.1 0.0.10 yes complete yes

HD1.2 BIG-IP 13.1.0.6 0.0.3 no conplete yes

Which is the correct command-line sequence to boot the device to version13.1.0.6?

A. switchboot -b HD1.2, then reboot

B. Use tnsh to select a new boot volume, tish reboot HD1.2

C. Use tnsh to select a new boot volume, tmsh switchboot HD1.2
D. switchboot -1 HD1.2, then reboot

Answer: A

Explanation:

To change the boot volume on a BIG-IP system from one installed TMOS version to another, the correct CLI tool is:
switchboot

The correct syntax uses the-bflag:



switchboot -b <volume>

This command marks the specified boot location as the one to be used on the next reboot.
Thus, to boot intoHD1.2which contains13.1.0.6, the sequence is:

* Mark HD1.2 as the next boot location:

* switchboot -b HD1.2

* Reboot the system:

* reboot

This is the standard and officially supported method for selecting a different installed volume.
Why the other options are incorrect:

A). "tmsh reboot HD1.2"

* There is no such timsh syntax.

* Boot volume cannot be selected by adding a parameter to reboot.

C). switchboot -1 HD1.2

* The -1 flag is invalid. Only -b is used.

D). "tmsh switchboot HD1.2"

* switchboot isnota tmsh command; it is a systemlevel shell utility.

Therefore,Option Bis the correct and valid command sequence.

NEW QUESTION # 38
For security reasons, a BIG-IP Administrator needs to specify allowable IP ranges for access to the Configuration Utility (WebUI).
The exhibit shows the User Administration section of the Configuration Utility.

The administrator could not find any setting that explicitly restricts access to the Configuration Utility.
Which one of the following is a reason for that?

¢ A To avoid locking out the administrator, recent versions of BIG-IP no longer allow restricting administrator access to the
Configuration Utility by source IP address

¢ B. The admmistrator must restrict access by IP address for SSH, which will implicitly restrict access to the Configuration
Utility

¢ (. Restricting access to the Configuration Utility can only be done from the Command Line Interface

¢ D. The administrator needs to switch to the "Advanced" view mode in order to display the relevant setting

Answer: C

Explanation:

The screenshot shown is from theUser Administrationsection of the BIG-IP GUL

This section controls:

* Root and Admin passwords

* SSH Access

* SSH IP Allow settings

However, it does not contain any controls for restricting access to the WebUI (TMUI).

BIG-IP does not provide TMUI access restrictions from this part of the GUIL.

Access to the web-based Configuration Utility is controlled by thehttpd allow list, configured through TMSH:
tmsh modify /sys httpd allow { <IP/subnet> }

This setting is not displayed in the User Administration panel, and in many BIG-IP versions, the httpd allow list isonly configurable
from the CLI, not the GUL

Therefore, the administrator cannot find the setting in the screen shown because:

* TMUI access restriction isnotlocated in this GUI section

* It must be configured usingtmshunder/sys httpd allow

This is whyOption Ais correct.

NEW QUESTION # 39
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