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Fortinet NSE 5 - FortiSwitch 7.6 Administrator Sample Questions (Q73-
Q78):

NEW QUESTION # 73

Exhibit.

LAG and MCLAG are used to increase the available network bandwidth and enable redundancy. How does spanning tree protocol
see MCLAG and LAG ifthey are configured based on the physi-cal view shown in the exhibit? (Choose two)

A. Switch 1 and Switch 2 both seen as one single switch.

B. Switch 3 and switch 4 are seen as one MCLAG switch client

C. Switch 1. Switch 2, and Switch 3 are seen as one MCLAG peer group
D. Switch 3 and Switch 4 uplinks are treated as single interfaces.

Answer: A,D

Explanation:

According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, Multichassis Link Aggregation
(MCLAG) and standard Link Aggregation Groups (LAG) are designed to provide link-level and node-level redundancy while
presenting a simplified logical view to the Spanning Tree Protocol (STP).

In the provided topology:

* Logical Switch View (Option D):Switch 1 and Switch 2 are configured asMCLAG peersconnected via an Inter-Chassis Link
(ICL). From the perspective of downstream devices and STP, these two physical switches act as a single logical entity. This
prevents STP from seeing a loop between the two switches and the downstream Switch 3, as the redundant physical paths are
bundled into a single logical MCLAG trunk.

* Logical Interface View (Option B):The exhibit shows Switch 4 connected to Switch 3 via two physical links bundled into al.AG,
and Switch 3 connected to the MCLAG peers via split links. In both cases, STP treats the aggregated physical links as asingle
logical interface. Because the muiltiple physical paths are managed by the Link Aggregation Control Protocol (LACP) as one trunk,
STP does not block individual ports to prevent loops; instead, it sees one high-bandwidth path.

Regarding the incorrect options:Option Ais false because Switch 3 is an MCLAGclient, not a peer in the group.Option Cis incorrect
because Switch 3 and Switch 4 are separate physical and logical nodes; they are not seen as a single client entity by the core.

NEW QUESTION # 74
You are configuring VLLANSs on a FortiSwitch device managed by FortiGate. Which two statements accurately describe VLAN
assignment requirements and behavior on FortiSwitch ports? (Choose two answers)

A. Untagged defines the list of VLLANSs that are allowed on the port for both ingress and egress traffic.
B. You can assign only one native VLAN on a port.

C. VLAN assignments must be configured directly on the FortiSwitch.

D. Untagged VLAN applies to egress traffic only.

Answer: B,D

Explanation:

According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, understanding how VLANS are
processed on a switch port is fundamental to network segmentation. A FortiSwitch port behaves differently depending on whether
traffic is entering (ingress) or leaving (egress) the interface.

First,you can assign only one native VLAN on a port (Option C). The Native VLAN (often called the PVID or Port VLAN ID) is
the default internal ID assigned to any untagged frames arriving at the port. In a managed environment, this is typically set via the
FortiGate's switch controller. By design, a single physical interface can only belong to one primary broadcast domain for untagged
ingress traffic to ensure there is no ambiguity in the switch's internal forwarding logic.

Second, theuntagged VLAN setting applies to egress traffic only (Option B). While the "Allowed VLANSs" list defines which tagged
traffic can pass through the port, the "Untagged VLANS" list specifies which of those VLAN tags should beremovedby the switch
before the frame is transmitted out of the physical port.

This is crucial for connecting devices that do not support 802.1Q tagging, such as standard PCs or printers.

Regarding the incorrect options:Option Ais incorrect because the "Untagged" list does not define ingress rules; ingress is governed by
the Native VLAN for untagged packets and the Allowed list for tagged packets.

Option Dis incorrect because, in a managed FortiLink environment, all VLAN assignments should be performed through
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theFortiGate's Switch Controllerto ensure centralized management and consistency.

NEW QUESTION # 75

Refer to the exhibits. An IP phone is connected to port] of FortiSwitch Access-1. The IP phone tags its traffic with VLAN ID 20.
On FortiGate, VLAN IP_Phone (VLAN ID 20) has been configured, and portl of Access-

1 is set with VLAN 20 as the native VLAN. However, the IP phone cannot reach the network. The exhibit shows the partial VLAN
configuration and the port] configuration on Access- 1.

‘Which configuration change must you make on FortiSwitch to allow ingress and egress traffic for the IP phone? (Choose one
answer)

A. Onportl, add VLAN 20 to the allowed_vlans list
B. On VLAN IP_Phone, enable Rforward

C. Onportl, disable the edge port

D. On VLAN IP_Phone, enable vianforward

Answer: A

Explanation:

According to theFortiSwitchOS 7.6 Administration GuideandFortiOS 7.6 FortiLink Guide, the processing of Ethernet frames on a
managed FortiSwitch port depends on whether the frame is tagged or untagged upon arrival (ingress) and how the port's VLAN
membership is defined.

In the provided exhibit,portlis configured with set vian "IP_Phone" (VLAN 20) as itsnative VLAN. By definition, the native VLAN
handles untagged traffic; any untagged frame arriving at the port is assigned to VLAN 20, and any egress traffic from VLAN 20 is
sent out of the port without a tag. However, the scenario specifically states that thelP phone tags its traffic with VLAN ID 20.
When a FortiSwitch receives atagged frame, it checks the VLAN ID against theallowed-vlanslist configured on that port. Although
VLAN 20 is the native VLAN, the exhibit shows that the port has been explicitly configured with set allowed-vlans "quarantine".
This creates a restrictive filter that permits only tagged frames belonging to the "quarantine” VLLAN to enter or exit the port. Because
VLAN 20 (IP_Phone) is not present in the allowed-vlans list, the switch drops the tagged frames from the IP phone during ingress
processing.

To resolve this, the admmnistrator must modify theFortiSwitch port configurationby adding VLAN 20 to the allowed vlans list (e.g,,
set allowed-vlans "quarantine" "[P_Phone" or set allowed-vlans-all enable). This ensures that the switch recognizes and permits
tagged traffic for VLAN 20 on that physical nterface. Option B is incorrect because Rforward is a Layer 3 interface setting on the
FortiGate and does not address the physical port's ingress filtering logic on the switch. Disabling the edge port (Option D) relates to
Spanning Tree Protocol (STP) convergence and would not impact VLLAN tag filtering,

NEW QUESTION # 76
Refer to the diagnostic output:
‘What makes the use of the sniffer command on the FortiSwitch CLI unreliable on _port  23?

A. The switch port might be used as a trunk member
B. The types of packets captured is limited.

C. Only untagged VAN traffic can be captured.

D. Just the port egress payloads are printed on CLL

Answer: B

Explanation:

Page 452 of 7.2 study guide, specifically states "Although you can use the sniffer command to capture traffic on switch ports, the
types of packets capture by the sniffer are very limited.

The use of the sniffer command on FortiSwitch CLI can be unreliable on port 23 for specific reasons related to the nature of traffic
on the port:

D). The switch port might be used as a trunk member. When a switch port is configured as a trunk, it can carry traffic for multiple
VLAN:S. Ifthe sniffer is set up without specifying VLAN tags or a range of VLANS to capture, it may not accurately capture or
display all the VLAN traffic due to the volume and variety of VLAN-tagged packets passing through the trunk port. This limitation
makes using the sniffer on a trunk port unreliable for capturing specific VLAN traffic unless properly configured to handle tagged
traffic.

References:

For guidelines on how to properly use sniffer commands on trunk ports and configure VLAN filtering, consult the FortiSwitch CLI
reference available through Fortinet support channels, including theFortinet Knowledge Base.



NEW QUESTION # 77

Refer to the configuration:

Which two conditions does FortiSwitch need to meet to successfully configure the options shown in the exhibit above? (Choose
two.)

A. The split port can be assigned to a native VLAN.

B. FortiSwitch would need to be rebooted.

C. The Dort full speed prior to the split was 100G QSFP+.

D. The FortiSwitch model is equipped with a maximum of 54 interfaces

Answer: B,D

NEW QUESTION # 78
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