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e Risk Management Programs for Cryptoasset and Blockchain: This section measures expertise of
Conpliance Managers and Risk Officers in developing and implementing risk management frameworks
specifically for the crypto sector. It includes procedures for assessing crypto-related financial crime risks,
designing controls, monitoring compliance, and adapting to emerging threats within the cryptoasset
ecosystem
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¢ Cryptoasset and Blockchain: This domain targets Blockchain Analysts and Crypto Risk Managers. It
focuses on understanding cryptoasset technologies, blockchain fndamentals, and their operational

bEY 72 characteristics. Candidates learn about cryptoasset transaction flows, wallets, exchanges, smart contracts,

and the challenges these present to financial crime prevention.

¢ AML Foundations for Cryptoasset and Blockchain: This section of the exam measures skills of Anti-

Money Laundering (AML) Officers and Crypto Compliance Specialists. It covers foundational knowledge
hEY 73 of AML principles tailored to the cryptoasset and blockchain environment, introducing the regulatory
landscape, typologies of financial crime, and the evolving risks associated with cryptoassets.

ACAMS Certified Cryptoasset Anti-Financial Crime Specialist Examination
M E CCAS A B E (Q25-Q30):

R #25
Which first step should a VASP take upon detecting repeated transactions to a high-risk wallet?

A. Publicly disclose the wallet.

B. Notify all customers.

C. Conduct internal investigation and enhanced due diligence.
D. Immediately freeze the account.

Ef: C

A -
EDD and internal review determine whether the activity is suspicious before regulatory reporting or freezing actions.

B #26
What is a "smart contract'*?

A. A cold storage wallet type.

B. A legal agreement stored offline.

C. A compliance monitoring tool.

D. A self-executing code stored on blockchain.

IEf#: D

R -
Smart contracts execute predetermined conditions automatically on blockchain, enabling decentralized applications and services.

B #27
Which risk category covers threats from ransomware actors demanding payment in cryptoassets?

A. Counterparty risk

B. Liquidity risk

C. Cyber-enabled financial crime risk
D. Operational risk

EfE: C

AR -
Ransomware schemes are categorized as cyber-enabled financial crimes. AML/CFT frameworks require that such risks be assessed
and mitigated through blockchain analytics, sanctions screening, and transaction monitoring for known ransomware wallet addresses.

E #28
In cryptoasset AML programs, "ongoing monitoring” means:



A. Checking customer activity only when onboarding

B. Only screening customers for sanctions once

C. Continuous review of transactions to detect anomalies
D. Freezing all suspicious accounts

Ef: C

R
Ongoing monitoring is the continuous analysis of customer activity to detect unusual or suspicious patterns over time.

HM #29
What is the "Travel Rule" under FATF guidance?

¢ A. Arule for declaring crypto holdings at customs

¢ B. A requirement to transmit originator and beneficiary information with crypto transfers above a threshold
e C. Arequirement to freeze funds sent across borders

e D. A requirement to record customer addresses for all crypto transfers

IEf#: B

R -
The Travel Rule, part of FATF Recommendation 16, requires VASPs to share sender and recipient information for virtual asset
transfers above USD/EUR 1,000. The aimis to enable tracing and detection of illicit finds.
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