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You assign User8 the Owner role for RG4, RGS, and RG6.

In which resource groups can User8 create virtual networks and NSGs? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

ER:
R RE RS A «

R 8 #354

Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

ER:

fE R A -

Explanation

Box 1: VNET4 and VNET1 only

RGI has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your
organization fiom accidentally deleting or modifying critical resources. You can set the lock level to CanNotDelete or ReadOnly. In
the portal, the locks are called Delete and Read-only respectively.

* CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Subl contains six resource groups named RG1, RG2, RG3, RG4, RGS, and RG6.

User?2 creates the virtual networks shown in the following table.

Subl contains the locks shown in the following table.
References:
httpsz/docs.microsoft.con/en-us/azure/azure-resource-manager/resource- group- lock-resources
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You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Contoso.com contains a group naming policy. The policy has a custom blocked word list rule that includes the word Contoso.
Which users can create a group named Contoso Sales in contoso.com? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

ER:
FRRERR A -

Reference:
httpsz/docs.microsoft.conven-us/azure/active-directory/enterprise-users/groups-naming-policy
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You have an Azure subscription named Sub1 that contains the resource groups shown in the following table.
You create the Azure Policy definition shown in the following exhibit.

You assign the policy to Subl.
You plan to create the resources shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

ER:
B B B -
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You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

ER:

f R -

Topic 3, Fabrikam inc

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam
has IT, human resources (HR), and finance departments.

Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscriptionl.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units
(OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs only OUT.

The Azure resources hierarchy is shown in the following exhibit.

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.
Azrre AD contains the resources shown in the following table.

Subscription] Resources
Subscription] contains the virtual networks shown in the following table.

Subscription] contains the network security groups (NSGs) shown in the following table.
Subscription] contains the virtual machines shown in the following table.
Subscription] contains the Azure key vaults shown in the following table.

Subscription] contains a storage account named storagel in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

Create two application security groups as shown in the following table.

Associate the network interface of VMI to ASGI.

Deploy SecPoll by using Azure Security Center.

Deploy a third-party app named App1. A version of App1 exists for all available operating systemns.
Create a resource group named RG2.

Sync OU2 to Azure AD.

Add Userl to Groupl.

Technical Requirements

Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access SharePoint Online.
Storage1 must be encrypted by using customer-managed keys and automatic key rotation.

From Sentinell, you must ensure that the following notebooks can be launched:

Entity Explorer - Account

Entity Explorer - Windows Host

Guided Investigation Process Alerts

VM1, VM2, and VM3 nusst be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 nuist be enabled.



App1 must use a secure connection string stored in KeyVault1.
KeyVault] traffic must NOT travel over the internet.
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