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- Key risk indicator (KRI) development

¢ 1. Performance monitoring
¢ 2. KRI threshold setting

- Commumicate risk and control status

¢ 1. Risk dashboards and reporting
Topic 1: Monitoring and Reporting ~ 28% e 2. Board reporting
e 3. Senior management reporting

- Risk and control monitoring

¢ 1. Control testing and validation
¢ 2. Continuous monitoring
¢ 3. Incident management

- Manage and monitor risk treatment

¢ 1. Risk response strategies
¢ 2. Risk appetite and tolerance
o 3. Third-party risk management
Topic 2: Risk Response and Mitigation 20%
- Develop and implement controls

e 1. Control types and classification
e 2. Control design and optimization

- Identify control effectiveness

¢ 1. Risk and control gap analysis
¢ 2. Root cause analysis

- Assess capability maturity

Topic 3: IT Risk Assessment 26% ¢ 1. Risk management maturity models
e 2. Control assessment framework

- Risk analysis methodologies

¢ 1. Qualitative and quantitative analysis
¢ 2. Risk ownership and accountability

- Analyze and classify information

¢ 1. Threat landscape and vulnerability assessment
¢ 2. Risk scenarios and events

- Collect and process information
¢ 1. Risk aggregation and reporting

e 2. Risk taxonomy and terminology
e 3. Business continuity and disaster recovery

Topic 4: IT Risk Identification 26%

- Communicate risk analysis

¢ 1. Risk reporting and escalation
e 2. Risk register management
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EE #928
Risk management strategies are PRIMARILY adopted to:

A. take necessary precautions for clains and losses.
B. avoid risk for business and IT assets.

C. achieve acceptable residual risk levels.

D. achieve compliance with legal requirements.

o2
m

: C

EE #929
‘Which of The following should be of GREATEST concern for an organization considering the adoption of a bring your own device
(BYOD) inttiative?

e A User support

e B. Malicious users
e (. Dataloss

e D. Device corruption

He: B

EAE #930
Which of the following key risk indicators (KRIs) is MOST effective for monitoring risk related to a bring your own device (BYOD)
program?

A. Number of devices enrolled in the BYOD program

B. Nummber of users who have signed a BYOD acceptable use policy
C. Number of incidents originating from BYOD devices

D. Budget allocated to the BYOD program security controls

Y. C
M.
Section: Volume D

EAE #931
An organization is preparing to transfer a large number of customer service representatives to the sales department. Of the following,
who is responsible for mitigating the risk associated with residual system access?

A. Access control manager
B. IT service desk manager
C. Sales manager

D. Customer service manager

g: A

od
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Y.

Residual system access is the risk that the customer service representatives who are transferred to the sales department may still
have access to the systens or applications that they used in their previous role, which may not be relevant or authorized for their new
role.

The access control manager is the person or function who is responsible for defining, implementing, and maintaining the policies and
procedures for granting, modifying, reviewing, and revoking access rights to the systens or applications, based on the principle of
least privilege and the segregation of duties.

The access control manager is responsible for mitigating the risk associated with residual system access, by ensuring that the access
rights of the customer service representatives are updated or removed according to their new role and responsibilities, and that the
access changes are documented and approved by the appropriate authorities.

The other options are not responsible for mitigating the risk associated with residual system access. They are either irrelevant or less
effective than the access control manager.

The references for this answer are:

Risk IT Framework, page 26

Information Technology & Security, page 20

Risk Scenarios Starter Pack, page 18

HE #932
An organization is considering the adoption of an aggressive business strategy to achieve desired growth
From a risk management perspective what should the risk practitioner do NEXT?

A. Identify new threats resorting from the new business strategy

B. Increase the scale for measuring impact due to threat materialization

C. Inform the board of potential risk scenarios associated with aggressive business strategies
D. Update risk awareness training to reflect current levels of risk appetite and tolerance

HE: A

MH.

The next thing that the risk practitioner should do from a risk management perspective when the organization
is considering the adoption of an aggressive business strategy to achieve desired growth is to identify new
threats resulting from the new business strategy. A threat is a potentialcause of an unwanted incident that may
affect the achievement of the objectives. An aggressive business strategy is a strategy that involves pursuing
high-risk, high-reward opportunities or initiatives to gain a competitive advantage or a significant market
share. An aggressive business strategy may introduce new threats or increase thelikelihood or mpact of
existing threats, such as market volatility, regulatory changes, customer dissatisfaction, or competitor
retaliation. Therefore, the risk practitioner should identify the new threats resulting from the new business
strategy, and assess their potential consequences and implications for the organization. The other options are
not as immediate as identifying new threats resulting from the new business strategy, as they are related to the
update, nformation, or measurement of the risk management process, not the identification or analysis of the
risk. References = Risk and Information Systems Control Study Manual, Chapter 1: IT Risk Identification,
Section 1.3: IT Risk Scenarios, page 23.
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