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¢ Admnistering and Authenticating Users: This section of the exam measures the skills of'a Security
=x 1 Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

¢ Admnistrative Users and High Availability: This section of the exam measures the skills of a System
=X 2 Engineer and covers the management of admmistrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management

=x 3 (TAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.
¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
=M 4 configuration and management of self-service portals for guest and local user access.
=X 5 ¢ 802.1X Authentication
¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
= 6 covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKD).

o This section of the exam measures the skills of a Network Security Engineer and covers the configuration
=7 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.
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¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systenms
=X 8 Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

e FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
=x 9 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

¢ Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
=x 10 Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

¢ Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
=R 11 Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
mitial deployment steps and system preparation for identity management services.

¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
FH 12 and covers the setup and use of FIDO2 standards for passwordless authentication.
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EE #61
Which of the following authentication methods is NOT typically used for single sign-on (SSO)?

A. Biometric authentication
B. Smart card authentication
C. Username and password
D. Captcha authentication
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m
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A2 #62
Which interface services must be enabled for the SCEP client to connect to Authenticator?

A. SSH

B. REST API

C. OCSP

D. HTTPHTTPS

o2
m
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EE #63
What is the primary benefit of single sign-on (SSO) in a network environment?
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A. Minimizing the need for strong passwords

B. Faster internet speeds

C. Reducing the number of users

D. Allowing users to access multiple resources with a single authentication
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HEE #64
Refer to the exhibit.
FortiAuthenticator Topology
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What type of FortiAuthenticator configuration is shown in this topology?

A. Authentication load balancing nodes
B. Active-active HA

C. Tiered architecture

D. RADIUS proxy

4
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The diagram shows a tiered architecture where multiple FortiAuthenticator devices collect authentication data from various sources
and forward it to an upper-tier FortiAuthenticator, which consolidates and provides SSO information to FortiGate devices.

B2 #65
When creating an administrative user, what capabilities does the Web service access option provide?

A. Access to the administrative GUI from outside the local subnet

B. Access to web services using the REST API

C. Provides management access for all portal service configurations

D. Management of enabled web services on the FortiAuthenticator interface

He:. B

Y.
The Web service access option grants the administrative user permission to access FortiAuthenticator's web services via the REST
API, enabling programmatic management and automation.
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