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Salesforce Mule-Dev-301 Exam Syllabus Topics:

Section Objectives

. . - Debugging and logging techniques
Error Handling and Troubleshooting Exception handling strategies in Mule applications
- Mule application development

Amypoint Platform Development - Anypoint Studio usage and project structure
Integration and API-led Connectivity _ g}f:s{[elfrf IC’?zl:sC:V:r}l]dpEru;?rli:ice APIs design
- API policies and security enforcement

- Authentication and authorization mechanisns

- Mapping, filtering, and payload manipulation
DataWeave and Data Transformation - DataWeave scripting and transformations

Security and Governance

- Unit testing and integration testing approaches

Deployment and Testing - Deployment strategies across environments
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HAE #42

A system API that communicates to an underlying MySQL database is deploying to CloudHub. The DevOps team requires a
readiness endpoint to monitor all system APIs.

Which strategy should be used to implement this endpoint?
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A. Create a dedicated endpoint that responds with the API status only

B. Use an existing resource endpoint of the API

C. Create a dedicated endpoint that responds with the API status and health of the server

D. Create a dedicated endpoint that responds with the API status and reachability of the underlying systens

HE: D

Y.

To implement a readiness endpoint to monitor all system APIs, the developer should create a dedicated endpoint that responds with
the API status and reachability of the underlying systems. This way, the DevOps team can check if the system API is ready to
receive requests and if it can communicate with its backend systems without errors. Reference: https:/docs.mulesoft.com/mule-
runtime/4.3/deployment-strategiest#readiness-probes

HEE #43
A scatter-gather router is configured with four routes:Route A, B, C and D.
Route C false.

A. Payload ['2']

B. FError,errorMessage, payload. failures['2']
C. Error,errorMesage.payload.results ['2']
D. Payload failures['2']

Y. C

MY

The result of accessing route C failure is Error,errorMessage,payload. failures[2']. This is because a scatter-gather router returns an
aggregated message that contains an array of results from each route and an array of failures from each route. The failures array
contains error objects with information about each failed route execution. To access route C failure, which is the third route (index
2), the developer needs to use Error.errorMessage.payload. failures['2'] expression. Reference: https:/docs.mulesoft.com/mule-
runtime/4.3/scatter- gather-referenceffscatter-gather-output

A2 #44
A Mule application for processing orders must log the order ID for every log message output.
What is a best practice to enrich every log message with the order ID?

A. Use the Tracing module to set logging variables with a Mapped Diagnostic Context

B. Set a flow variable and edit the logd/2.xml file to output the variable as part of the message pattern

C. Use flow variables within every logger processor to log the order ID

D. Create a custom XML SDK component to wrap the logger processor and automatically add the order ID within the
connector

e A

MY

To enrich every log message with the order ID, the developer should use the Tracing module to set logging variables with a Mapped
Diagnostic Context (MDC). The Tracing module allows adding custom key-value pairs to log messages using MDC variables. The
developer can use Set Logging Variables operation to set the order ID as an MDC variable and then use it in any logger processor
within the same thread or event. Reference: https:/docs.mulesoft. convtracing-module/1.0/tracing-module-reference#set-loggng-
variables

AE #45

A Mule application includes a subflow containing a Scatter. Gather scope. Within each log of the Scatter.Gatter. an HTTP connector
calls a PUT endpoint to modify records i different upstream system. The subflow is called inside an Unit successful scope to retry if
a transitory exception is raised.

A technical spike is being performed to increase reliability of the Mule application.

‘Which steps should be performed within the Mule flow above the ensure idempontent behavior?

e A Ensure an error-handling flow performs corrective actions to roll back all changes if any leg of the Scatter-Gather fails



¢ B. Remove the Put requests from the Scatter-Getter and perform them sequentially
¢ C. None, the flow already exhibits idempotent behavior
e D. Change the PUT requests inside the Scatter-Gather to POST requests

HE: A

Y.

To ensure idempotent behavior within a Mule flow that contains a subflow with a Scatter-Gather scope, the developer should ensure
an error-handling flow performs corrective actions to roll back all changes if any leg of the Scatter-Gather fails. Idempotency means
that multiple identical requests have the same effect as a single request. Therefore, if one of the HTTP requests inside the Scatter-
Gather fails, the error-handling flow should undo any changes made by other successful requests to ensure consistency and avoid
partial updates. Reference: httpsz//docs.mulesoft. comy/mule-runtime/4.3/scatter-gather-concept httpsz/docs.mulesoft.comy/mule-
runtime/4.3/error-handling

EHE #46
What is the MuleSoft recommended method to encrypt sensitive property data?

A. The encryption key should be identical for all environments

B. The encryption key should be different for each environment and the sensitive data should be the same for all environments
C. The encryption key should be identical for all environments and the sensitive data should be different for each environment
D. The encryption key and sensitive data should be different for each environment

HE: D

yy,

The MuleSoft recommended method to encrypt sensitive property data is to use the Secure Properties Tool that comes with
Anypoint Studio. This tool allows encrypting properties files with a secret key and then decrypting them at runtime using the same
key. The encryption key and sensitive data should be different for each environment to ensure security and avoid accidental
exposure of sensitive data. Reference: https:/docs.mulesoft.com/mule-runtime/4.3/secure-configuration-properties
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