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¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
F&E 1 and covers the setup and use of FIDO2 standards for passwordless authentication.
¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
D Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
3553 covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

(PKI).
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FE 4

FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

FES

Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

FEE6

Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

FE7

Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

FEE 8

Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

FEO

This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

FEE 10

Admmistering and Authenticating Users: This section of the exam measures the skills of a Security
Admmistrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system

B FCP in Network Security FCP_FAC_AD-6.5 % & %A HE (Q71-

Q76):
RRE #71

You have implemented two-factor authentication to enhance security to sensitive enterprise systemns.
How could you bypass the need for two-factor authentication for users accessing form specific secured networks?

ZE: D

PR #72

A. Create an admin realm in the authentication policy.

B. Enable the Resolve user geolocation from their IP address option in the authentication policy.
C. Specify the appropriate RADIUS clients in the authentication policy.

D. Enable Adaptive Authentication in the portal policy.

What is the benefit of using remote authentication services?

BER: A
I8 #73

A. They enable secure access for users outside the corporate network
B. They replace the need for encryption protocols

C. They reduce the need for firewalls

D. They increase network speed

What is the role of the FortiAuthenticator certificate management service?

¢ A. Handling firewall configurations
¢ B. Managing network load balancing
e (. Managing user passwords




¢ D. Generating local certificates for various purposes

ZX: D

P RE #74

Refer to the exhibit.
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Examine the RADIUS policy configuration shown in the exhibit. A user attempts to authenticate by entering the
usernamejdoe@example.comand their password.
Which realm will the user be authenticated against?

A. Corp-2, but only if the user has a local account

B. Local

C. Local, but only if the account is a member of the FWAdmins group
D. Corporate

ZE: D
fRRERE

Since the username includes the realm @example.com but does not match any configured realm exactly, and the option Use default
realm when user-provided realm is different from all configured reals is enabled, the default realmis used - in this case, corporate.

PR #75
A system administrator wants to integrate FortiAuthenticator with an existing identity management system with the goal of
authenticating and deauthenticating users into FSSO.

A. SNMP monitoring and traps

B. REST API

C. The ability to import and export users from CSV files
D. RADIUS learning mode for migrating users
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