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Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q198-Q203):

NEW QUESTION # 198
To validate traffic flow and telemetry reports for baseline and compliance behavior analysis, one should use:

A. Basic firewall rules without logging

B. Paper-based tracking systems

C. Cisco Secure Network Analytics for in-depth network visibility
D. Manual log reviews exclusively

Answer: C

NEW QUESTION # 199
Configuring SAML/SSO is beneficial because:

A. Tt allows users to use the same password across all systems, reducing security

B. It disables the need for encryption

C. It increases the number of passwords a user must remember

D. It simplifies user experience by allowing a single set of credentials for multiple services

Answer: D

NEW QUESTION # 200
According to the MITRE ATT&CK framework, which approach should be used to mitigate exploitation risks?

A. Performing regular data backups and testing recovery procedures
B. Ensuring that network traffic is closely monitored and controlled
C. Consistently maintaining up-to-date antivirus software

D. Keeping systems updated with the latest patches

Answer: D

Explanation:

According to the MITRE ATT&CK framework and the SCAZT documentation, one of the most effective mitigation techniques
against exploitation is to keep systems updated with the latest patches. Exploitation typically targets known vulnerabilities in
operating systems and applications. Timely patching significantly reduces the risk of successful exploitation, especially zero-day
vulnerabilities once disclosed.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6:

Threat Response, Pages 108-110; MITRE ATT&CK Enterprise Mitigation ID M1051 - Update Software.

NEW QUESTION # 201
To analyze application dependencies effectively, it is important to use tools like:

A. Firewalls logs for monitoring application traffic

B. Cisco Secure Workload for dynamic security policy enforcement
C. Non-technical assessments without data analysis

D. Both Aand B

Answer: D

NEW QUESTION # 202
Web Application Firewalls (WAFs) protect against DDoS attacks by:
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A. Inspecting incoming traffic and filtering out malicious requests
B. Slowing down the application response time

C. Removing SSL encryption

D. Decreasing server resources

Answer: A

NEW QUESTION # 203
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