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HMA #30
‘Which option correctly describes an SP-itiated SSO SAML packet flow for a host without a SAML assertion?

¢ A Principal contacts identity provider and authenticates, identity provider relays principal to service provider after valid
authentication.

¢ B. Service provider contacts identity provider, identity provider validates principal for service provider, service provider
establishes commumication with principal.

¢ (. Principal contacts service provider, service provider redirects principal to identity provider, after successful authentication
identity provider redirects principal to service provider.

¢ D. Principal contacts identity provider and is redirected to service provider, principal establishes connection with service
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provider, service provider validates authentication with identity provider.

IEf: C

HA #31
Which of'the following is a recommended practice when configuring FortiAuthenticator for deployment?

A. Enabling all available authentication methods for flexibility
B. Disabling all user roles to simplify access control

C. Disabling all authentication methods except one

D. Using the default factory settings for quicker deployment

H
®

: C

H #32
Which statement about the assignment of permissions for sponsor and administrator accounts is true?

A. Only admmnistrator accounts permissions are assigned using admin profiles.

B. Admnistrator capabilities are assigned by applying permission sets to admin groups.
C. Both sponsor and administrator account permissions are assigned using admin profiles.
D. Sponsor pernissions are assigned using group settings.

Ef#: C

B #33
How can a SAML netada file be used?

A. To resolve the IDP realm for authentication
B. To correlate the IDP address to its hostname
C. To import the required IDP configuration

D. To defined a list of trusted user names

EfE: C

E #34
Which of'the following services can be configured for remote authentication in FortiAuthenticator?

A. Social media integration

B. Virtual reality gaming
C. Online shopping
D. Remote desktop access

1IEf#: D

B #35
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