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FE1

Governance, Compliance, and Cybersecurity: This section of the exam measures the skills of compliance
officers and covers the principles of governance, compliance, and cybersecurity of SAP systers. It
includes understanding regulatory requirements and best practices for maintaining security. A critical skill
evaluated is ensuring organizational compliance with relevant laws and policies.

FrRE2

Public Cloud User and Role Management: This section of the exam measures the skills of SAP IT cloud
Professionals and covers managing users and roles in public cloud environments for SAP applications.

FE3

SAP Fiori Authorizations and SAP S

4HANA: This section of the exam measures the skills of SAP Developers and covers authorization
management specific to SAP Fiori applications within SAP S

4HANA. It emphasizes configuring authorizations for Fiori apps to ensure appropriate access levels. A key
skill assessed is understanding Fiori authorization concepts to enhance user experience.

FrE4

Infrastructure Security and Authentication: This section of the exam measures the skills of SAP IT
Professionals and covers infrastructure security measures and authentication methods used in SAP
environments. It emphasizes protecting systems from unauthorized access and ensuring secure user
authentication.
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PR #12
To connect to data sources that are NOT all based on OData, which of the following options does SAP recommend you use?

A. SAP Integration Suite

B. SAP Process Integration
C. Cloud connector

D. OData Provisioning service

ER: A

fE AR -

For connecting to data sources that are not exclusively based on OData, SAP recommends using the SAP Integration Suite. This
comprehensive platform supports a wide range of integration scenarios, including OData, REST, SOAP, and other protocols,
making it ideal for connecting diverse data sources, whether on- premise or cloud-based. The SAP Integration Suite provides tools
for data mapping, transformation, and orchestration, ensuring seamless and secure data exchange across heterogeneous systens. In
contrast, the OData Provisioning service is specifically designed for OData-based integrations, limiting its applicability to non-OData
sources. The Cloud connector facilitates secure connectivity between SAP BTP and on-premise systems but is not a complete
integration solution. SAP Process Integration, while used for integration in older SAP landscapes, lacks the flexibility and cloud-
native capabilities of the SAP Integration Suite. By leveraging the SAP Integration Suite, organizations can achieve robust, scalable,
and secure integrations, aligning with SAP's modern integration strategy for complex, multi-protocol environments.

FIRE #13
‘When you maintain authorizations for SAPUIS Fiori apps, which of the following object types is the front-end authorization object

type?

A. TADIR ITWSG - SAP Gateway: Service Groups Metadata

B. TADIR G4BA - SAP Gateway Odata V4 Backend Service Group & Assignments
C. TADIR INAL1 - InA Service

D. TADIR IWSV - SAP Gateway Business Suite Enablement-Service

ZE: D

fE R A«

For SAPUIS Fiori apps, the front-end authorization object type is TADIR IWSV (SAP Gateway Business Suite Enablement-
Service). This object type represents the OData services used by Fiori apps on the front-end server, and its authorization is
managed via the S SERVICE authorization object in PFCG roles. The IWSV type specifically defines the services that the front-
end server calls to access back-end data, requiring start authorizations and default values to be included in the role. TADIR IWSG is
used for service group metadata, not front-end authorizations, and TADIR G4BA pertains to OData V4 services, which are less
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common in standard SAPUIS Fiori apps. TADIR INAL is related to InA (Information Access) services, not typical Fiori app
authorizations. By using IWSV, SAP ensures that front-end authorizations are correctly aligned with the OData services powering
Fiori apps, providing secure and efficient access control in SAP S/4AHANA systerns.

il =8 #14
In SAP S/AHANA Cloud Public Edition, what can you do with the Display Authorization Trace? Note: There are 3 correct answers
to this question.

A. Analyze authorization check results for already assigned authorizations

B. Analyze authorization check results for missing authorizations

C. Adjust role restrictions to further limit access when performing forensic analysis
D. Display business roles granting specific access

E. Adjust role restrictions to account for missing authorizations

%%, ABD
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The Display Authorization Trace in SAP S/4AHANA Cloud Public Edition is a powerful tool for analyzing authorization issues. It
allows administrators to analyze authorization check results for missing authorizations, identifying gaps where users lack necessary
permissions to perform tasks, which is critical for troubleshooting access issues. Additionally, it can display business roles granting
specific access, providing visibility into which roles provide permissions for particular applications or data, aiding in role management
and compliance checks. The tool also supports analyzing authorization check results for already assigned authorizations, helping
admmistrators verify whether existing permissions are finctioning as ntended.

However, adjusting role restrictions, either to address missing authorizations or for forensic analysis, is not a fimction of the Display
Authorization Trace, as it is a diagnostic tool, not a maintenance interface. These capabilities make the Display Authorization Trace
essential for ensuring secure and efficient access control, supporting both operational and audit requirements in SAP S/AHANA
Cloud Public Edition.

8 #15
Which access categories are available to maintain restrictions in SAP S/AHANA Cloud Public Edition? Note:
There are 3 correct answers to this question.

A. Value Help (value help access)

B. Write, Read, Value Help (write access)
C. Write, Read (write access)

D. Read, Value Help (read access)

E. Read (read access)

Z%: ABD

fRREER A

In SAP S/4HANA Cloud Public Edition, access restrictions are maintained using specific access categories to control user
permissions granularly. The available categories include "Read, Value Help (read access)," which allows users to view data and
access value help functionalities; "Value Help (value help access)," which restricts access to only value help features; and "Write,
Read, Value Help (write access)," which grants permissions for creating, modifying, reading, and using value help. These categories
enable precise control over user access to data and functionalities, ensuring compliance with security policies. The options "Read
(read access)" and "Write, Read (write access)" are not standard access categories in this context, as they do not fully align with the
systemi's predefined restriction types.

PRI #16
Which protocol is the industry standard for provisioning identity and access management in hybrid landscapes?

A.SSL
B. OIDC
C. SAML
D. SCIM

ZE: D



fE AR A«

The System for Cross-domain Identity Management (SCIM) is the industry standard protocol for provisioning identity and access
management in hybrid landscapes. SCIM enables automated user provisioning and deprovisioning across different systens, including
cloud and on-premise environments, by standardizing the exchange of user identity data. It supports operations like creating,
updating, and deleting user accounts, making it ideal for managing identities in hybrid SAP landscapes where integration between
SAP Cloud Identity Services and on-premise systemnss is required. SAML (Security Assertion Markup Language) is used for single
sign-on authentication, not provisioning, OIDC (OpenID Connect) is an authentication protocol built on OAuth, and SSL (Secure
Sockets Layer) is a security protocol for data encryption, not identity provisioning, SCIM's role as a provisioning standard ensures
efficient and secure identity management, reducing administrative overhead and enhancing interoperability in complex SAP and non-
SAP hybrid environments.
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