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NEW QUESTION # 190
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A company has hundreds of Amazon EC2 Linux-based mstances in the AWS Cloud. Systems administrators have used shared SSH
keys to manage the instances After a recent audit, the company's security team is mandating the removal of all shared keys. A
solutions architect must design a solution that provides secure access to the EC2 instances.

‘Which solution will meet this requirement with the LEAST amount of administrative overhead?

e A. Use AWS Systems Manager Session Manager to connect to the EC2 instances.

¢ B. Use an Amazon Cognito custom authorizer to authenticate users. Invoke an AWS Lambda function to generate a
temporary SSH key.

e C. Allow shared SSH access to a set of bastion instances. Configure all other instances to allow only SSH access from the
bastion instances

e D. Use AWS Security Token Service (AWS STS) to generate one-time SSH keys on demand.

Answer: A

Explanation:

Session Manager is a fully managed AWS Systems Manager capability. With Session Manager, you can manage your Amazon
Elastic Compute Cloud (Amazon EC2) instances, edge devices, on-premises servers, and virtual machines (VMs). You can use
either an interactive one-click browser-based shell or the AWS Command Line Interface (AWS CLI). Session Manager provides
secure and auditable node management without the need to open inbound ports, maintainbastion hosts, or manage SSH keys.
Session Manager also allows you to comply with corporate policies that require controlled access to managed nodes, strict security
practices, and fully auditable logs with node access details, while providing end users with simple one-click cross-platform access to
your managed nodes.https:/docs.aws.amazon.conysystens-manager/latest/userguide

/session-manager. html

NEW QUESTION # 191

A company has a legacy application that processes data in two parts The second part of the process takes longer than the first, so
the company has decided to rewrite the application as two microservices running on Amazon ECS that can scale independently.
How should a solutions architect integrate the microservices?

e A Implement code in microservice 1 to send data to Amazon Kinesis Data Firehose. Implement code in microservice 2 to
read from Kinesis Data Firehose.

¢ B. Implement code in microservice 1 to send data to an Amazon SQS queue Implement code in microservice 2 to process
messages from the queue

e C. Implement code in microservice 1 to publish data to an Amazon SNS topic Implement code in microservice 2 to subscribe
to this topic

e D. Implement code in microservice 1 to send data to an Amazon S3 bucket. Use S3 event notifications to invoke
microservice 2.

Answer: B

Explanation:

Explanation

Orchestrate Queue-based Microservices

In this tutorial, you will learn how to use AWS Step Functions and Amazon SQS to design and run a serverless workflow that
orchestrates a message queue-based microservice. Step Functions is a serverless orchestration service that lets you easily coordinate
multiple AWS services into flexible workflows that are easy to debug and easy to change. Amazon SQS is the AWS service that
allows application components to communicate in the cloud.

This tutorial will simulate nventory verification requests from incoming orders in an e-commerce application as part of an order
processing workflow. Step Functions will send inventory verification requests to a queue on SQS. An AWS Lambda fimction will
act as your inventory microservice that uses a queue to buffer requests.

When it retrieves a request, it will check mventory and then return the result to Step Functions. When a task in Step Functions is
configured this way, 1t is called a callback pattern. Callback patterns allow you to integrate asynchronous tasks in your workflow,
such as the mventory verification microservice of this tutorial.

https://aws.amazon.convgetting-started/hands-on/orchestrate-microservices-with-message-queues-on-step- functi

NEW QUESTION # 192
Is the encryption of connections between my application and my DB Instance using SSL for the MySQL server engines available?

e A Onlyin VPC



* B.Yes
¢ C. Only in certain regjons
e D. No

Answer: B

NEW QUESTION # 193

An ecommerce company is preparing to deploy a web application on AWS to ensure continuous service for custormers. The
architecture includes a web application that the company hosts on Amazon EC2 instances, a relational database in Amazon RDS,
and static assets that the company stores in Amazon S3.

The company wants to design a robust and resilient architecture for the application.

¢ A. Use AWS Lambda finctions to serve the web application. Use Amazon Aurora Serverless v2 for the database. Store
static assets in Amazon Elastic File System (Amazon EFS) One Zone-Infrequent Access (One Zone-1A).

¢ B. Deploy Amazon EC2 instances in a single Availability Zone. Deploy an RDS DB instance in a second Availability Zone for
cross-AZ redundancy. Serve static assets directly from the EC2 instances.

¢ C. Deploy Amazon EC2 instances in an Auto Scaling group across multiple Availability Zones. Deploy a Multi-AZ RDS DB
mstance. Use Amazon CloudFront to distribute static assets.

¢ D. Deploy Amazon EC2 mstances in a single Availability Zone. Deploy an RDS DB instance in the same Availability Zone.
Use Amazon S3 with versioning enabled to store static assets.

Answer: C

Explanation:

AWS Well- Architected recommends multi- AZ, elastic architectures: use Auto Scaling groups across multiple Availability Zones for
EC2 to elimmate single- AZ failure and automatically replace capacity. For relational databases, Amazon RDS Multi- AZ provides
synchronous replication and automatic failover for high availability. Serving static content via Amazon CloudFront (with S3 origin)
improves resiliency and performance by caching at edge locations and reducing origin load/latency. Options A and C concentrate
compute in one AZ and lack resilient static delivery. Option D changes the stack unnecessarily and proposes EFS One Zone-1A for
static assets, which is not multi- AZ and is intended for infrequently accessed, single- AZ workloads, reducing resilience. Therefore,
B aligns with best practices for high availability, fault tolerance, and global performance.

References: AWS Well- Architected Framework - Reliability Pillar (multi- AZ, elasticity); Amazon EC2 Auto Scaling across AZs;
Amazon RDS Multi- AZ deployments; Amazon CloudFront benefits and edge caching,

NEW QUESTION # 194
Fill in the blanks: is a durable, block-level storage volume that you can attach to a single, running Amazon EC2 instance.

A. None of these
B. Amazon S3
C. All of these
D. Amazon EBS

Answer: D

NEW QUESTION # 195
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