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WGU Digital-Forensics-in-Cybersecurity 考試大綱：

主題 簡介

主題 1

Domain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians
and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
to investigate cyber incidents, examine digital evidence, and understand how findings support legal and
organizational actions.

主題 2

Domain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital
Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
investigation is defensible and properly executed.
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主題 3

Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file
systems, logs, and system data while following approved investigation processes that ensure accuracy and
integrity.

主題 4

Domain Incident Reporting and Communication: This domain measures the skills of Cybersecurity Analysts
and focuses on writing incident reports that present findings from a forensic investigation. It includes
documenting evidence, summarizing conclusions, and communicating outcomes to organizational
stakeholders in a clear and structured way.

主題 5

Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics
Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It
includes identifying relevant remnants, restoring accessible information, and understanding where digital
traces are stored within different systems.

最新的 Courses and Certificates Digital-Forensics-in-Cybersecurity 免費考
試真題 (Q64-Q69):
問題  #64 
Which tool can be used to make a bit-by-bit copy of a Windows Phone 8?

A. Data Doctor
B. Pwnage
C. Wolf
D. Forensic Toolkit (FTK)

答案：D

解題說明：
Comprehensive and Detailed Explanation From Exact Extract:
Forensic Toolkit (FTK) is a comprehensive forensic suite capable of acquiring bit-by-bit images from various devices, including
Windows Phone 8, by supporting physical and logical extractions. FTK is widely accepted and used for mobile device forensic
imaging.
* Data Doctor is primarily a data recovery tool, not specialized for mobile forensic imaging.
* Pwnage is related to jailbreaking iOS devices.
* Wolf is not a recognized forensic imaging tool for Windows Phone 8.
NIST mobile device forensic standards cite FTK as a preferred tool for mobile device imaging.

問題  #65 
An organization believes that a company-owned mobile phone has been compromised.
Which software should be used to collect an image of the phone as digital evidence?

A. Data Doctor
B. Forensic SIM Cloner
C. PTFinder
D. Forensic Toolkit (FTK)

答案：D

解題說明：
Comprehensive and Detailed Explanation From Exact Extract:
Forensic Toolkit (FTK) is a widely recognized and trusted software suite in digital forensics used to acquire and analyze forensic
images of devices, including mobile phones. FTK supports the creation of bit-by-bit images of digital evidence, ensuring the integrity
and admissibility of the evidence in legal contexts. This imaging process is crucial in preserving the original state of the device data
without alteration.
* FTK enables forensic investigators to perform logical and physical acquisitions of mobile devices.
* It maintains the integrity of the evidence by generating cryptographic hash values (MD5, SHA-1) to prove that the image is an
exact copy.



* Other options such as PTFinder or Forensic SIM Cloner focus on specific tasks like SIM card cloning or targeted data extraction
but do not provide full forensic imaging capabilities.
* Data Doctor is more aligned with data recovery rather than forensic imaging.
Reference:According to standard digital forensics methodologies outlined by NIST Special Publication 800-
101(Guidelines on Mobile Device Forensics) and the SANS Institute Digital Forensics and Incident Response guides, forensic tools
used to acquire mobile device images must be capable of bit-stream copying with hash verification, which FTK provides.

問題  #66 
A victim of Internet fraud fell for an online offer after using a search engine to find a deal on an expensive software purchase. Once
the victim learned about the fraud, he contacted a forensic investigator for help.
Which digital evidence should the investigator collect?

A. Email headers
B. Virus signatures
C. Computer logs
D. Whois records

答案：C

解題說明：
Comprehensive and Detailed Explanation From Exact Extract:
In Internet fraud investigations, computer logs are critical because they provide a record of user activity, including browsing history,
downloads, and system events. These logs can help establish a timeline, identify malicious access, and confirm fraudulent
transactions.
* Computer logs may include browser history, system event logs, and application logs that document the victim's interaction with the
fraudulent offer.
* Whois records help identify domain registration details but are secondary evidence.
* Email headers are relevant if communication via email was part of the fraud but less critical than logs that show direct interaction.
* Virus signatures are used in malware investigations, not directly relevant to fraud evidence collection.
Reference:According to guidelines by the International Journal of Digital Crime and Forensics and the SANS Institute, capturing logs
is essential in building a case for Internet fraud as it provides objective data about the victim's system and activities.

問題  #67 
Which type of information does a Windows SAM file contain?

A. Hash of network passwords
B. Hash of local Windows passwords
C. Encrypted local Windows passwords
D. Encrypted network passwords

答案：B

解題說明：
Comprehensive and Detailed Explanation From Exact Extract:
The Windows Security Account Manager (SAM) file stores hashed passwords for local Windows user accounts. These hashes are
used to authenticate users without storing plaintext passwords.
* The SAM file stores local account password hashes, not network passwords.
* Passwords are hashed (not encrypted) using algorithms like NTLM or LM hashes.
* Network password management occurs elsewhere (e.g., Active Directory).
Reference:NIST SP 800-86 and standard Windows forensics texts explain that the SAM file contains hashed local account
credentials critical for forensic investigations involving Windows systems.

問題  #68 
Which rule is used for conducting electronic surveillance?

A. All commercial email must provide an opt-out mechanism.
B. Using a misleading domain name to deceive a person into viewing obscene material shall result in fines or imprisonment.



C. Telecommunications equipment must have built-in surveillance capabilities for law enforcement.
D. All documents related to health informatics should be stored in perpetuity.

答案：C

解題說明：
Comprehensive and Detailed Explanation From Exact Extract:
This describes theCommunications Assistance to Law Enforcement Act (CALEA)requirement that telecommunications equipment
and services include built-in capabilities that allow authorized law enforcement surveillance, including electronic monitoring and
wiretapping.
* CALEA mandates lawful intercept capabilities in telecommunications infrastructure.
* It ensures that digital and VoIP communications can be monitored under proper legal warrant.
* This rule supports modern digital evidence gathering and real-time surveillance operations.
Reference:CALEA is repeatedly cited in forensic and cybersecurity legal documentation as the governing rule for digital and
electronic surveillance capabilities.

問題  #69
......
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