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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q547-Q552):

NEW QUESTION # 547
‘Which biometric technique authenticates people by analyzing the layer of blood vessels at the back of their eyes?

A. Retina Scanning

B. Vein Structure Recognition
C. Iris Scanning

D. Fingerprinting

Answer: A

Explanation:

The biometric technique that authenticates individuals by analyzing the layer of blood vessels at the back of their eyes is Retina
Scanning. This method uses the unique patterns of the retinal blood vessels for identification, which are stable and distinctive to each
person. Retina scanning involves shining a low-intensity light source through an optical coupler to scan the retina's unique
patterns123.

NEW QUESTION # 548
Which of'the following refers to the data that is stored or processed by RAM, CPUs, or databases?

A. Data is Use

B. Data in Backup
C. Data in Transit
D. Data at Rest

Answer: A

Explanation:

Data in Use refers to data that is actively being processed by the system, including data stored in RAM, CPUs, or databases during
computation. This data is currently in memory and being accessed or manipulated by applications, making it vulnerable to attacks
that target active processes, such as memory scraping or CPU-based attacks.

Data at Rest: Data stored on disk or other persistent storage media.

Data in Transit: Data being transferred over a network. Data in Backup: Data stored in backup storage for recovery purposes.

NEW QUESTION # 549
Which type of training can create awareness among employees regarding compliance issues?

A. Training on data classification

B. Physical security awareness training
C. Social engineering awareness training
D. Security policy training

Answer: D

NEW QUESTION # 550

John is the Vice-President of a BPO. He wants to implement a policy allowing employees to use and manage devices purchased by
the organization but restrict the use of the device for business use only. Which among the following policies does John want to
mplement?

¢ A. COPE policy
e B. COBO policy
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e C.CYOD policy
¢ D. BYOD policy

Answer: C

Explanation:

John wants to implement a policy that allows employees to use and manage devices purchased by the organization but restricts the
use of the device for business use only. This is known as a COBO (Company Owned, Business Only) policy. Under a COBO
policy, the company provides the devices to the employees and maintains control over them, ensuring that they are used solely for
business purposes123.

References: The concept of COBO is well-documented in enterprise mobility and device management literature, where it is
described as a policy where the organization owns the devices and restricts their use to business activities only123. This approach is
in contrast to BYOD (Bring Your Own Device), CYOD (Choose Your Own Device), and COPE (Company Owned, Personally
Enabled) policies, which offer varying degrees of personal use456789.

NEW QUESTION # 551
‘Which of'the following Event Correlation Approach checks and compares all the fields systematically and intentionally for positive
and negative correlation with each other to determine the correlation across one or multiple fields?

A. Automated Field Correlation
B. Graph-Based Approach

C. Field-Based Approach

D. Rule-Based Approach

Answer: C

Explanation:

The Field-Based Approach in event correlation involves systematically checking and comparing all fields for both positive and
negative correlations to determine the relationships across one or muiltiple fields. This approach is methodical and intentional,
examining the data within each field and across fields to identify patterns and connections that may indicate security events or
mncidents.

References: The explanation is based on the principles of event correlation as described in network security literature and aligns with
the Certified Network Defender (CND) objectives that focus on identifying and analyzing security events through various correlation
methods.

NEW QUESTION # 552

Before starting the EC-COUNCIL 312-38 preparation, plan the amount of time you will allot to each topic, determine the topics
that demand more effort and prioritize the components that possess more weightage in the EC-COUNCIL 312-38 Exam. This kind
of polished approach is beneficial for a commendable grade in the EC-COUNCIL 312-38 Exam.
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