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AE #122

An IAM user with fill EC2 permissions could bot start an Amazon EC2 instance after it was stopped for a maintenance task. Upon
starting the instance, the instance state would change to "Pending”, but after a few seconds, it would switch back to "Stopped".

An inspection revealed that the instance has attached Amazon EBS volumes that were encrypted by using a Customer Master Key
(CMK). When these encrypted volumes were detached, the JAM user was able to start the EC2 instances.

The IAM user policy is as follows:

"Version": "2012-10-17",
"Statement™: [
{
"Effect™: "Allow",
"Action": |
<hAction>»

1.

"Resource™: [
"Arnsaws: Mnscvs-east-1:012345678910: kev/ebs-encryption-key"

amazon

What additional itens need to be added to the IAM user policy? (Choose two.) kims:GenerateDataKey

]

<CONDITION>

e A kims:Decrypt
¢ B. "Bool" {
"kms:ViaService': "ec2.us-west-2.amazonaws.com’
}
}
"Condition": {
e C."Bool" {
"kirs:GrantIsForAWSResource': true
}

}
o D. kins:CreateGrant

¢ E. "Condition": {

HY: AB

A2 #123

Which technique can be used to integrate AWS IAM (Identity and Access Management) with an on-premise LDAP (Lightweight
Directory Access Protocol) directory service?

Please select:

A. Use an IAM policy that references the LDAP account identifiers and the AWS credentials.

B. Use AWS Security Token Service from an identity broker to issue short-lived AWS credentials.

C. Use IAM roles to automatically rotate the IAM credentials when LDAP credentials are updated.

D. Use SAML (Security Assertion Markup Language) to enable single sign-on between AWS and LDAP.

He: D

Y.

Explanation

On the AWS Blog site the following information is present to help on this context The newly released whitepaper. Single Sign-On:
Integrating AWS, OpenLLDAP, and Shibboleth, will help you integrate your existing LDAP-based user directory with AWS. When
you integrate your existing directory with AWS, your users can access AWS by using their existing credentials. This means that your



users don't need to maintain yet another user name and password just to access AWS resources.

Option A.C and D are all invalid because in this sort of configuration, you have to use SAML to enable single sign on.

For more information on integrating AWS with LDAP for Single Sign-On, please visit the following URL:
httpsz/aws.amazon.eonvblogs/security/new-whitepaper-sinEle-sign-on-inteErating-aws-openldap-and- shibboleth The correct
answer is: Use SAML (Security Assertion Markup Language) to enable single sign-on between AWS and LDAP. Submit your
Feedback/Queries to our Experts

AE #124

Your company use AWS KMS for management of its customer keys. From time to time, there is a requirement to delete existing
keys as part of housekeeping activities. What can be done during the deletion process to verify that the key is no longer being used.
Please select:

A. Use CloudTrail to see if any KMS API request has been issued against existing keys
B. Rotate the keys once before deletion to see if other services are using the keys

C. Use Key policies to see the access level for the keys

D. Change the 1AM policy for the keys to see if other services are using the keys

Heg: A

dE:

Explanation

The AWS lentation mentions the following

You can use a combination of AWS CloudTrail, Amazon CloudWatch Logs, and Amazon Simple Notification Service (Amazon
SNIS) to create an alarm that notifies you of AWS KMS API requests that attenpt to use a customer master key (CMK) that is
pending deletion. If you receive a notification from such an alarm, you might want to cancel deletion of the CMK to give yourself
more time to determine whether you want to delete it Options B and D are incorrect because Key policies nor 1 AM policies can be
used to check ifthe keys are being used.

Option C is incorrect since rotation will not help you check if the keys are being used.

For more information on deleting keys, please refer to below URL:
httpsz/docs.aws.amazon.comvkims/latest/developereuide/deletine-keys- creatine- cloudwatch-alarm html The correct answer is: Use
CloudTrail to see if any KMS API request has been issued against existing keys Submit your Feedback/Queries to our Experts

AE #125

A company is using IAM Secrets Manager to store secrets for its production Amazon RDS database. The Security Officer has
asked that secrets be rotated every 3 months. Which solution would allow the company to securely rotate the secrets? (Select
TWO.)

¢ A. Place the RDS instance in a private subnet and an IAM Lambda function inside the VPC in the private subnet. Configure
the private subnet to use a NAT gateway. Schedule the Lambda finction to run every
3 months to rotate the secrets.

¢ B. Place the RDS instance in a private subnet and an IAM Lambda finction inside the VPC in the private subnet. Schedule
the Lambda function to run quarterly to rotate the secrets.

e C. Place the RDS instance in a private subnet and an IAM Lambda function outside the VPC. Configure the private subnet to
use an internet gateway. Schedule the Lambda finction to run every 3 months lo rotate the secrets.

e D. Place the RDS instance in a private subnet and an IAM Lambda function inside the VPC in the private subnet. Configure a
Secrets Manager interface endpoint. Schedule the Lambda function to run every 3 months to rotate the secrets.

¢ E. Place the RDS instance in a public subnet and an IAM Lambda function outside the VPC. Schedule the Lambda function
to run every 3 months to rotate the secrets.

Y. AD

EE #1206

A company has an IAM account and allows a third-party contractor who uses another JAM account, to assume certain [AM roles.
The company wants to ensure that JAM roles can be assumed by the contractor only if the contractor has multi-factor authentication
enabled on their TAM user accounts What should the company do to accomplish this?

A)



Add the folicwing condibon 1o the LAM pobcy attachad tousl LAM roles

-

“Deny™.

Agd tha folliowsng condition 1o the LAM polcy attached %o all LAM roles

“cffe : "Dany",

A. Option C
B. Option B
C. Option A
D. OptionD

: C
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