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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.

Topic 2
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.
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Topic 3
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 4
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 5
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.
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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q18-Q23):
NEW QUESTION # 18 
Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. A CLI template can be of type CLI script or Perl script.
B. Each template group can contain up to three IPsec tunnel templates.
C. A template group can include a system template and an SD-WAN template.
D. CLI templates are applied in order, from top to bottom
E. A CLI template group can contain CLI templates of both types.

Answer: C,D,E

NEW QUESTION # 19 
Refer to the exhibits. The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and
the policy package configuration.
When the administrator tries to install the configuration changes, FortiManager fails to commit.
What should the administrator do to fix the issue?

A. Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3.
B. Configure branch1_fgt as the installation target for policy 3.
C. Configure a normalized interface for the IPsec tunnel HUB1-VPN1.
D. Configure HUB1 as the destination of policy 3.

Answer: D

Explanation:
Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN you must reference the SD-
WAN zone (the logical interface) in policies, not its member tunnels.
Change the policy's To interface to the zone HUB1, and the install will succeed.
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NEW QUESTION # 20 
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Create model devices.
B. Create policy blueprint.
C. Define metadata variables value for each device.
D. Create a ZTP template.
E. Update the DHCP server configuration.

Answer: A,B,D

Explanation:
Creating a ZTP (Zero Touch Provisioning) template automates onboarding of new branches.
Policy blueprints allow predefining consistent configurations for security and SD-WAN rules.
Model devices help preconfigure settings tied to device models, speeding up deployment.

NEW QUESTION # 21 
Refer to the exhibits.
The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines a VPN tunnel. The
error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device is also
shown.
Which statement best describes the cause of the issue?

A. You can assign only one template with a tunnel type of static to each FortiGate device.
B. You should use the same outgoing interface of both templates.
C. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
D. You can assign only one IPsec template to each FortiGate device.

Answer: D

NEW QUESTION # 22 
Within the context of SD-WAN, what does SIA correspond to?

A. Secure Internet Authorization
B. Local Breakout
C. Remote Breakout
D. Software Internet Access

Answer: B

NEW QUESTION # 23
......
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