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HEE #181

Your organization is migrating a sensitive data processing workflow from on-premises infrastructure to Google Cloud. This workflow
involves the collection, storage, and analysis of customer information that includes personally identifiable information (PII). You need
to design security measures to mitigate the risk of data exfiltration in this new cloud environment. What should you do?

¢ A. Rely on employee expertise to prevent accidental data exfiltration incidents.

¢ B. Restrict all outbound network traffic from cloud resources. Implement rigorous access controls and logging for all sensitive
data and the systens that process the data.

e C. Implement a Cloud DLP solution to scan and identify sensitive information, and apply redaction or masking techniques to
the PIIL. Integrate VPC SC with your network security controls to block potential data exfiltration attempts.

¢ D. Encrypt all sensitive data in transit and at rest. Establish secure communication channels by using TLS and HTTPS
protocols.

e, C

AE #182
In order to meet PCI DSS requirements, a customer wants to ensure that all outbound traffic is authorized.
Which two cloud offerings meet this requirement without additional compensating controls? (Choose two.)

A. Cloud Functions

B. Compute Engine

C. Cloud Storage

D. Google Kubernetes Engine

E. App Engine
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A2 #183

You will create a new Service Account that should be able to list the Compute Engine instances in the project.
You want to follow Google-recommended practices.

‘What should you do?

A. Create a custom role with the permission compute. instances. list and grant the Service Account this role.

B. Create an Instance Tenplate, and allow the Service Account Read Only access for the Compute Engine Access Scope.
C. Give the Service Account the role of Compute Viewer, and use the new Service Account for all instances.

D. Give the Service Account the role of Project Viewer, and use the new Service Account for all instances.

HE: A

Y.

Explanation
https//cloud.google.conVcompute/docs/access/iam

EE #184
You recently joined the networking team supporting your company's Google Cloud implementation. You are tasked with
familiarizing yourself with the firewall rules configuration and providing recommendations based on your networking and Google



Cloud experience. What product should you recommend to detect firewall rules that are overlapped by attributes from other firewall
rules with higher or equal priority?

A. Firewall Insights

B. Firewall Rules Logging

C. VPC Flow Logs

D. Security Command Center

.|
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Y.

https/cloud.google.comynetwork-intelligence-center/docs/firewall-

nsights/concepts/overview#shadowed- firewall-rules

Firewall Insights analyzes your firewall rules to detect firewall rules that are shadowed by other rules. A shadowed rule is a firewall
rule that has all of its relevant attributes, such as its [P address and port ranges, overlapped by attributes from one or more rules with
higher or equal priority, called shadowing rules.

HE #185

For compliance reasons, an organization needs to ensure that in-scope PCI Kubernetes Pods reside on "in- scope' Nodes only.
These Nodes can only contain the "in-scope” Pods.

How should the organization achieve this objective?

¢ A. Add a nodeSelector field to the pod configuration to only use the Nodes labeled inscope: true.

B. Place a taint on the Nodes with the label inscope: true and effect NoSchedule and a toleration to match in the Pod
configuration.

C. Create a node pool with the label inscope: true and a Pod Security Policy that only allows the Pods to run on Nodes with
that label.

¢ D. Runall in-scope Pods in the namespace "in-scope-pct'”.

HE: A

MH.

nodeSelector is the simplest recommended form of node selection constraint. You can add the nodeSelector field to your Pod
specification and specify the node labels you want the target node to have. Kubernetes only schedules the Pod onto nodes that have
each of the labels you specify. => https:/kubernetes.io/docs/concepts

/scheduling-eviction/assign-pod-node/#nodeselector Tolerations are applied to pods. Tolerations allow the scheduler to schedule
pods with matching taints. Tolerations allow scheduling but don't guarantee scheduling;

the scheduler also evaluates other parameters as part of its fimction. => https:/kubernetes.io/docs/concepts
/scheduling-eviction/taint-and- toleration/
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