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363. Frage 
Which of the following is MOST important for an information security manager to communicate to stakeholders when approving
exceptions to the information security policy?

A. Impact on the risk profile
B. Need for compensating controls
C. Time period for review
D. Requirements for senior management reporting

Antwort: B

364. Frage 
Which of the following is the PRIMARY prerequisite to implementing data classification within an organization?

A. Identifying data owners
B. Performing a risk assessment
C. Establishing data retention policies
D. Defining job roles

Antwort: A

Begründung:
Explanation
Identifying the data owners is the first step, and is essential to implementing data classification. Defining job roles is not relevant.
Performing a risk assessment is important, but will require the participation of data owners (who must first be identified). Establishing
data retention policies may occur after data have been classified.

365. Frage 
Once a suite of security controls has been successfully implemented for an organization's business units, it is MOST important for the
information security manager to:

A. prepare to adapt the controls for future system upgrades.
B. perform testing to compare control performance against industry levels.
C. hand over the controls to the relevant business owners.
D. ensure the controls are regularly tested for ongoing effectiveness.

Antwort: D

Begründung:
Section: INFORMATION SECURITY PROGRAM MANAGEMENT

366. Frage 
When considering whether to adopt bring your own device (BYOD). it is MOST important for the information security manager to
ensure that:

A. security controls are applied to each device when joining the network.
B. users have read and signed acceptable use agreements.
C. the applications are tested prior to implementation.
D. business leaders have an understanding of security risks.

Antwort: D

367. Frage 
A risk management program would be expected to:

A. reduce control risk to zero.
B. remove all inherent risk.



C. implement preventive controls for every threat.
D. maintain residual risk at an acceptable level.

Antwort: D

Begründung:
The object of risk management is to ensure that all residual risk is maintained at a level acceptable to the business; it is not intended
to remove every identified risk or implement controls for every threat since this may not be cost-effective. Control risk, i.e., that a
control may not be effective, is a component of the program but is unlikely to be reduced to zero.

368. Frage
......
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