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Sample Questions (Q143-Q148):

NEW QUESTION # 143

The Cisco TACACS+ on a Cisco Nexus Series Switch must authenticate any user attempting to access the device and fail over to
the local account if the TACACS+ sever becomes unavailable.

‘Which command accomplishes these goals?

e A aaa authentication login default group ISE local

e B. aaa authentication login default local

e (. aaa authentication login console group local

e D. aaa authentication login default fallback error local
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Answer: A

Explanation:
httpss//www.cisco.comvc/en/us/td/docs/switches/datacenter/sw/S _ x/nx-
os/security/configuration/guide/b_Cisco Nexus 7000 NX-

OS_Security Configuration Guide Release 5-x/b_Cisco Nexus 7000 NX-
OS_Security Configuration Guide Release 5-x chapter 0100.html

NEW QUESTION # 144
A customer requires a solution to orchestrate the configuration of storage arrays, firewalls, and Cisco ACI networking. Additionally,
the orchestration product must support open automation and a service catalog. Which solution meets these requirements?

A. Cisco Data Center Network Manager
B. Cisco UCS Director

C. Cisco Workload Optimization Manager
D. Cisco Intersight

Answer: B

Explanation:

Cisco UCS Director is an autormation and orchestration platform designed to simplify and automate the management of data center
resources, including storage arrays, firewalls, and Cisco ACI networking. It supports open source automation tools such as Heat
and Ansible, as well as a service catalog to allow customers to easily configure and deploy services.

NEW QUESTION # 145

Refer to the exhibit. A network engineer must configure an authentication solution for Cisco UCS with these conditions:
*Two-factor authentication must be enabled for all UCS user authentication.

*All AAA packets must be encrypted and use TCP port 49 to establish communication.

Which set of actions needs these requirements?

e A, Remove the LDAP provider.
Create a TACACS+ provider in user management.
¢ B. Create the LDAP provider.
Change the LDAP group rule in an LDAP provider.
¢ C. Delete the LDAP group mapping.
Create a RADIUS provider in user management.
e D. Create the RADIUS group mapping.
Change the RADIUS group rule in a RADIUS provider.

Answer: A

Explanation:

The requirements specify the need for two-factor authentication and encrypted AAA packets using TCP port

49, which is the default port for TACACS+. TACACS provides additional security features suitable for two-factor authentication,
unfike LDAP. Therefore, removing the LDAP provider and creating a TACACS+ provider in user management would fulfill these
requirements.

References: Implementing and Operating Cisco Data Center Core Technologies (DCCOR) course materials and Cisco's official
documentation on authentication solutions.

NEW QUESTION # 146

An engineer nwsst performa backup operation of the Cisco UCS system. The backup must be transferred to a secure location using
UDP and must contain information about VLANs, VSANs, and other policies. Also, the operations team requires the backup file to
be in a human-readable format. Which configuration set meets these requirements?

e A Type: Full state
Protocol: SFTP
¢ B. Type: All configuration



Protocol: FTP

¢ C. Type: System configuration
Protocol: SCP

¢ D. Type: Logical configuration
Protocol: TFTP

Answer: D

Explanation:

This type of backup includes information about VLANs, VSANSs, and other policies and is in XML format, which is human-
readable. Although the question specifies the use of UDP, none of the options provided use UDP as they are all TCP-based
protocols; however, TFTP is often confused with being UDP-based because it is a lightweight protoco

NEW QUESTION # 147

An environment consists of a Cisco MDS 9000 Series Switch that uses port channels. An engineer must ensure that frames between
the source and the destination follow the same links for a specific flow. Subsequent flows are allowed to use a different link Which
load balancing method should be used to accomplish this goal?

A. src-dst-oui

B. src-id/dst-id/oxid
C. src-dst-port

D. src-id/dst-id

Answer: D

Explanation:
https//www.cisco.com/en/US/docs/storage/san_switches/mds9000/sw/rel 1 x/1 3/san-os/configuration/guide/PortChnl.pdf

NEW QUESTION # 148
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