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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1

Identity and Access Management: The topic equips AWS Security specialists with skills to design,
implement, and troubleshoot authentication and authorization mechanisms for AWS resources. By
emphasizing secure identity management practices, this area addresses foundational competencies required
for effective access control, a vital aspect of the certification exam.
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Topic 2

Data Protection: AWS Security specialists learn to ensure data confidentiality and integrity for data in
transit and at rest. Topics include lifecycle management of data at rest, credential protection, and
cryptographic key management. These capabilities are central to managing sensitive data securely,
reflecting the exam's focus on advanced data protection strategies.

Topic 3

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Topic 4

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Topic 5
Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

Amazon AWS Certified Security - Specialty Sample Questions (Q223-Q228):
NEW QUESTION # 223 
A security engineer is using AWS Organizations and wants to optimize SCPs. The security engineer needs to ensure that the SCPs
conform to best practices.
Which approach should the security engineer take to meet this requirement?

A. Use AWS IAM Access Analyzer to analyze the polices. View the findings from policy validation checks.
B. Review AWS Trusted Advisor checks for all accounts in the organization.
C. Set up AWS Audit Manager. Run an assessment for all AWS Regions for all accounts.
D. Ensure that Amazon Inspector agents are installed on all Amazon EC2 instances in all accounts.

Answer: A

Explanation:
You can create AWS IAM Access Analyzer in AWS Organizations as the zone of trust.
https://aws.amazon.com/blogs/aws/new-use-aws-iam-access-analyzer-in-aws-organizations/

NEW QUESTION # 224 
A company's data scientists want to create artificial intelligence and machine learning (AI/ML) training models by using Amazon
SageMaker. The training models will use large datasets in an Amazon S3 bucket. The datasets contain sensitive information.
On average, the data scientists need 30 days to train models. The S3 bucket has been secured appropriately. The company's data
retention policy states that all data that is older than 45 days must be removed from the S3 bucket.
Which action should a security engineer take to enforce this data retention policy?

A. Configure an S3 Lifecycle rule on the S3 bucket to delete objects after 45 days.
B. Configure S3 Intelligent-Tiering on the S3 bucket to automatically transition objects to another storage class.
C. Create an AWS Lambda function to check the last-modified date of the S3 objects and delete objects that are older than
45 days. Create an Amazon EventBridge rule to invoke the Lambda function each month.
D. Create an AWS Lambda function to check the last-modified date of the S3 objects and delete objects that are older than
45 days. Create an S3 event notification to invoke the Lambda function for each PutObject operation.

Answer: A

NEW QUESTION # 225 
A company maintains an open-source application that is hosted on a public GitHub repository. While creating a new commit to the
repository, an engineer uploaded their IAM access key and secret access key. The engineer reported the mistake to a manager, and



the manager immediately disabled the access key.
The company needs to assess the impact of the exposed access key. A security engineer must recommend a solution that requires
the least possible managerial overhead.
Which solution meets these requirements?

A. Analyze an IAM Identity and Access Management (IAM) use report from IAM Trusted Advisor to see when the access
key was last used.
B. Analyze Amazon CloudWatch Logs for activity by searching for the access key.
C. Analyze a credential report in IAM Identity and Access Management (IAM) to see when the access key was last used.
D. Analyze VPC flow logs for activity by searching for the access key

Answer: A

NEW QUESTION # 226 
There is a requirement for a company to transfer large amounts of data between IAM and an on-premise location. There is an
additional requirement for low latency and high consistency traffic to IAM. Given these requirements how would you design a hybrid
architecture? Choose the correct answer from the options below Please select:

A. Create a VPC peering connection between IAM and the Customer gateway.
B. Create a VPN tunnel for private connectivity, which increases network consistency and reduces latency.
C. Provision a Direct Connect connection to an IAM region using a Direct Connect partner.
D. Create an iPSec tunnel for private connectivity, which increases network consistency and reduces latency.

Answer: C

Explanation:
IAM Direct Connect makes it easy to establish a dedicated network connection from your premises to IAM.
Using IAM Direct Connect you can establish private connectivity between IAM and your datacenter, office, or colocation
environment which in many cases can reduce your network costs, increase bandwidth throughput and provide a more consistent
network experience than Internet-based connections.
Options B and C are invalid because these options will not reduce network latency Options D is invalid because this is only used to
connect 2 VPC's For more information on IAM direct connect, just browse to the below URL:
https://IAM.amazon.com/directconnect
The correct answer is: Provision a Direct Connect connection to an IAM region using a Direct Connect partner. omit your
Feedback/Queries to our Experts

NEW QUESTION # 227 
A company's developers are using AWS Lambda function URLs to invoke functions directly. The company must ensure that
developers cannot configure or deploy unauthenticated functions in production accounts. The company wants to meet this
requirement by using AWS Organizations. The solution must not require additional work for the developers.
Which solution will meet these requirements?

A. Use SCPs to allow all lambda:CreateFunctionUrlConfig and lambda:UpdateFunctionUrlConfig actions that have a
lambda:FunctionUrlAuthType condition key value of AWS_IAM.
B. Use SCPs to deny all lambda:CreateFunctionUrlConfig and lambda:UpdateFunctionUrlConfig actions that have a
lambda:FunctionUrlAuthType condition key value of NONE.
C. Require the developers to configure all function URLs to support cross-origin resource sharing (CORS) when the functions
are called from a different domain.
D. Use an AWS WAF delegated administrator account to view and block unauthenticated access to function URLs in
production accounts, based on the OU of accounts that are using the functions.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To prevent developers from configuring unauthenticated Lambda function URLs, the most effective approach is to use Service
Control Policies (SCPs) at the organizational level. By explicitly denying actions such as lambda:CreateFunctionUrlConfig and
lambda:UpdateFunctionUrlConfig when the lambda:
FunctionUrlAuthType is set to NONE, the organization ensures that only authenticated function URLs are deployed in production.



This method imposes no additional workload on developers and leverages AWS Organizations' SCPs to enforce centralized security
policy - a recommended practice in the Identity and Access Management domain.

NEW QUESTION # 228
......
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