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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q628-Q633):
NEW QUESTION # 628 
Which of the following is a software tool used in passive attacks for capturing network traffic?

A. Intrusion prevention system
B. Intrusion detection system
C. Sniffer
D. Warchalking

Answer: C

Explanation:
A sniffer is a software tool that is used to capture any network traffic. Since a sniffer changes the NIC of the
LAN card into promiscuous mode, the NIC begins to record incoming and outgoing data traffic across the
network. A sniffer attack is a passive attack because the attacker does not directly connect with the target host.
This attack is most often used to grab logins and passwords from network traffic. Tools such as Ethereal,
Snort, Windump, EtherPeek, Dsniff are some good examples of sniffers. These tools provide many facilities to
users such as graphical user interface, traffic statistics graph, multiple sessions tracking, etc.
Answer option A is incorrect. An intrusion prevention system (IPS) is a network security device that monitors
network and/or system activities for malicious or unwanted behavior and can react, in real-time, to block or
prevent those activities. When an attack is detected, it can drop the offending packets while still allowing all
other traffic to pass.
Answer option B is incorrect. An IDS (Intrusion Detection System) is a device or software application that
monitors network and/or system activities for malicious activities or policy violations and produces reports to a
Management Station. Intrusion prevention is the process of performing intrusion detection and attempting to
stop detected possible incidents. Intrusion detection and prevention systems (IDPS) are primarily focused on
identifying possible incidents, logging information about them, attempting to stop them, and reporting them to
security administrators.
Answer option C is incorrect. Warchalking is the drawing of symbols in public places to advertise an open Wi-Fi
wireless network. Having found a Wi-Fi node, the warchalker draws a special symbol on a nearby object, such
as a wall, the pavement, or a lamp post. The name warchalking is derived from the cracker terms war dialing
and war driving.

NEW QUESTION # 629 
Peter works as a network administrator at an IT company. He wants to avoid exploitation of the cloud, particularly Azure services.
Which of the following is a group of PowerShell scripts designed to help the network administrator understand how attacks happen
and help them protect the cloud?

A. SecurityPolicyDsc
B. POSH -Sysmon
C. MicroBurst
D. Sysmon

Answer: C

Explanation:
MicroBurst is a collection of PowerShell scripts designed to help network administrators understand how attacks occur and to
protect cloud environments, particularly Azure services. These scripts aid in detecting vulnerabilities, simulating attacks, and
implementing defensive measures to secure the cloud infrastructure.
* POSH-Sysmon: A set of PowerShell scripts for managing Sysmon configurations.
* SecurityPolicyDsc: A module for managing security policies through Desired State Configuration (DSC).
* Sysmon: A Windows system service and device driver that logs system activity to the Windows event log, not specifically focused
on cloud protection.
References:
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* EC-Council Certified Network Defender (CND) Study Guide
* Azure security documentation and MicroBurst resources

NEW QUESTION # 630 
Which of the following help in estimating and totaling up the equivalent money value of the benefits and costs to the community of
projects for establishing whether they are worthwhile?
Each correct answer represents a complete solution. Choose all that apply.

A. Benefit-Cost Analysis
B. Business Continuity Planning
C. Cost-benefit analysis
D. Disaster recovery

Answer: A,C

NEW QUESTION # 631 
Fred is a network technician working for Johnson Services, a temporary employment agency in Boston.
Johnson Services has three remote offices in New England and the headquarters in Boston where Fred works.
The company relies on a number of customized applications to perform daily tasks and unfortunately these applications require users
to be local administrators. Because of this, Fred's supervisor wants to implement tighter security measures in other areas to
compensate for the inherent risks in making those users local admins. Fred's boss wants a solution that will be placed on all
computers throughout the company and monitored by Fred. This solution will gather information on all network traffic to and from
the local computers without actually affecting the traffic. What type of solution does Fred's boss want to implement?

A. Fred's boss wants Fred to monitor a NIPS system.
B. Fred's boss wants to implement a HIDS solution.
C. Fred's boss wants a NIDS implementation.
D. Fred's boss wants to implement a HIPS solution.

Answer: C

Explanation:
The solution described is a Network Intrusion Detection System (NIDS). A NIDS is designed to monitor and analyze network
traffic for all computers on a network without affecting the traffic flow. It gathers information on potential security threats and alerts
the network administrator-in this case, Fred-without taking direct action to block the traffic. This aligns with the requirement of
Fred's boss for a solution that monitors network traffic and gathers information without impacting it. Unlike a Network Intrusion
Prevention System (NIPS), which actively blocks potential threats, or Host-based Intrusion Detection/Prevention Systems
(HIDS/HIPS), which are installed on individual hosts, a NIDS operates at the network level to monitor traffic across all systems.
References: The characteristics of a NIDS, as opposed to NIPS, HIDS, or HIPS, are well-documented in cybersecurity literature
and align with the Certified Network Defender (CND) course objectives and documents.

NEW QUESTION # 632 
Simon had all his systems administrators implement hardware and software firewalls to ensure network security. They implemented
IDS/IPS systems throughout the network to check for and stop any unauthorized traffic that may attempt to enter. Although Simon
and his administrators believed they were secure, a hacker group was able to get into the network and modify files hosted on the
company's website.
After searching through the firewall and server logs, no one could find how the attackers were able to get in. He decides that the
entire network needs to be monitored for critical and essential file changes. This monitoring tool alerts administrators when a critical
file is altered. What tool could Simon and his administrators implement to accomplish this?

A. Snort is the best tool for their situation
B. They need to use Nessus
C. They can implement Wireshark
D. They could use Tripwire

Answer: D



NEW QUESTION # 633
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