CCCS-203bE X & CCCS-203b=|MOISAIEESEXZE

Domain Deep Dive — Detection, Findings & Remediation

»Understanding findings: types, severities, priority

»Detection analysis: misconfigurations, exposures, suspicious
10As {Indicators of Attack)

»Audit logs, compliance baselines

»Remediation workflows: patching, configuration fixes, alerts

»Reporting: scheduled reports, dashboards, SOAR
integrations
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e Cloud Account Registration: This domain focuses on selecting secure registration methods for cloud
=R 1 environments, understanding required roles, organizing resources into cloud groups, configuring scan

exclusions, and troubleshooting registration issues.

¢ Remediating and Reporting Issues: This domain addresses identifying remediation steps for findings, using
=x 2 scheduled reports for cloud security, and utilizing Falcon Fusion SOAR workflows for automated
notifications.

¢ Findings and Detection Analysis: This domain covers evaluating security controls to identify [OMs,
=3 vulnerabilities, suspicious activity, and persistence mechanisims, auditing user permissions, comparing
configurations to benchmarks, and discovering unmanaged public-facing assets.

¢ Falcon Cloud Security Features and Services: This domain covers understanding CrowdStrike's cloud
= 4 security products (CSPM, CWP, ASPM, DSPM, IaC security) and their integration, plus one-click
sensor deployment and Kubernetes admission controller capabilities.
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¢ Pre-Runtime Protection: This domain covers managing registry connections, selecting image assessment
methods, and analyzing assessment reports to identify malware, CVEs, leaked secrets, Dockerfile

=M 5
. misconfigurations, and vulnerabilities before deployment.

Z| Al CrowdsStrike Certified Cloud Specialist CCCS-203b F 2 M ZE2 A
(Q323-Q328):

AE #323
‘When registering a container registry in Falcon's Image Assessment feature, which of the following parameters is mandatory for a
successful connection?

A. The container registry's Base URL, authentication credentials, and a defined repository scan scope.

B. The container registry's Base URL, authentication credentials, and a unique connection name.

C. The container registry's Base URL, a scan rule for critical vulnerabilities, and a list of trusted images.
D. The container registry's Base URL, authentication credentials, and an active Image Assessment policy.
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Option A: Registering a registry requires the Base URL to identify the registry, authentication credentials for access, and a unique
connection name to distinguish it in the Falcon console.

Option B: An Image Assessment policy is configured after the registry connection is registered, not as part of the registration
process.

Option C: While the Base URL and credentials are mandatory, the repository scan scope is optional and defined later in the scan
policy.

Option D: These configurations are related to scan rules and policies, not to the connection setup itself.

A #324
CrowdStrike pulls data via API from AWS, Azure, and GCP without an agent to identify misconfigurations.
What is the default scan interval set to for each cloud provider?

A. Every 2 hours
B. Every 24 hours
C. Every 4 hours
D. Every 6 hours

HE. C
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CrowdStrike Falcon Cloud Security performs agentless cloud security posture management (CSPM) by integrating directly with
cloud service providers such as AWS, Microsoft Azure, and Google Cloud Platform using native APIs. This approach allows
Falcon to continuously assess cloud configurations, permissions, networking, storage, and identity controls without deploying sensors
or agents.

By default, CrowdStrike configures cloud account scans to runevery 4 hours. This scan frequency is designed to strike a balance
between near-real-time visibility and efficient API usage across cloud providers. Cloud environments are highly dynamic, with
frequent changes to configurations, IAM policies, and services. A four-hour scan interval ensures that new misconfigurations or risky
changes-such as overly permissive roles, exposed storage, or insecure network rules-are identified quickly enough to reduce
exposure time.

Scanning more frequently could introduce unnecessary API throttling or operational overhead, while less frequent scans could delay
detection of critical security gaps. The four-hour interval is therefore CrowdStrike' s recommended default for maintaining continuous
visibility while preserving cloud provider performance and stability.

This default interval can be adjusted in certain scenarios, but unless explicitly changed,every 4 hoursis the standard scan cadence
applied to AWS, Azure, and GCP environments.

HEE #325
An organization is integrating CrowdStrike Falcon Cloud Security with Kubernetes to enhance workload protection using an



admission controller.
What is a critical requirement for successfully deploying Falcon's Kubernetes admission controller?

¢ A. The Kubemetes cluster must be configured to allow only manually approved API requests before the admission controller
can take effect.

B. The admission controller must be registered with the Kubernetes API server as either a mutating or validating webhook to
enforce security policies.

C. The admission controller must be configured to modify the etcd database directly to prevent unauthorized resource
creation.

D. The admission controller must be deployed as a sidecar container in every pod to enforce security policies dynamically.
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Option A: Admission controllers in Kubernetes finction as webhooks that the API server invokes during resource creation. They
can be either mutating webhooks, which modify API requests, or validating webhooks, which approve or deny them based on
security policies. Falcon Cloud Security leverages this fimctionality to enforce security policies on workload deployment, preventing
misconfigurations, vulnerabilities, and non-compliant images from being deployed.

Option B: Admission controllers do not modify etcd directly. They operate at the request validation stage before data is stored in
etcd, ensuring that only compliant and secure configurations proceed.

Option C: Admission controllers are not deployed as sidecar containers in every pod. Instead, they act as centralized services that
interact with the API server to validate and enforce security rules before pod creation.

Option D: API requests are not manually approved before admission controllers take effect.

Instead, the webhook-based controller evaluates and either modifies or denies requests automatically.

EE #3206
What action should a security engineer prioritize to mitigate the risks of unassessed container images running in production using
CrowdStrike Falcon?

A. Use Threat Intelligence Feeds to Block Threats at the Network Level
B. Enable Image Drift Detection with Runtime Visibility

C. Run a Manual Audit of Deployed Containers

D. Implement Network Segmentation for All Workload

He:. B
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Option A: Threat intelligence feeds enhance detection of malicious activity, but they are not specifically tailored for identifying
unassessed container images in runtime environments.

Option B: CrowdStrike Falcon includes drift detection, which identifies when a running container image deviates from its baseline
configuration or assessiment status. This real-time feature allows security teams to pinpoint unassessed images and mitigate risks
proactively. Runtime visibility ensures any image running without prior assessment is flagged.

Option C: Manual audits are time-consuming and prone to human error. They lack the scalability and real-time capabilities provided
by tools like CrowdStrike Falcon for detecting unassessed images in runtime.

Option D: While network segmentation can limit the impact of compromised containers, it does not address identifying or mitigating
risks from unassessed images directly.

EAE #327

Youare performing a dry run of an automated remediation workflow designed to disable AWS security groups that allow
unrestricted inbound traffic.

Which step ensures that the dry run accurately evaluates the workflow without impacting resources?

A. Enable "Dry Run Mode" in Falcon Fusion to simulate actions without applying them.
B. Use CloudTrail logs to manually verify the workflow actions post-execution.

C. Deploy the workflow to a non-production environment for testing.

D. Temporarily revoke permissions to ensure the workflow cannot make changes.
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Option A: Enabling "Dry Run Mode" in Falcon Fusion is the correct step for simulating workflow actions without making changes to
the actual resources. This mode allows you to verify that the workflow logic functions as expected, including detecting findings and
simulating remediation steps, without impacting live environments.

Option B: Revoking permissions may prevent accidental changes, but it does not allow you to test the workflow logic fully, as the
dry run mode simulates actions while still validating permissions.

Option C: While testing in a non-production environment is a valid practice, it is not equivalent to a dry run, which explicitly avoids
making changes.

Option D: Reviewing logs is important for auditing, but it does not replace the need for a dry run, which provides upfront validation
without impacting resources.
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