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Oracle 1z0-1104-25 시험요강:

주제 소개

주제 1

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

주제 2

Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

주제 3

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Administrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.

주제 4

OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCI.
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주제 5

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.
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시험패스 가능한 1z0-1104-25인기자격증 시험대비 공부자료 덤프 최신 샘
플문제
Pass4Test의 Oracle인증 1z0-1104-25덤프를 구매하시면 1년동안 무료 업데이트서비스버전을 받을수 있습니다. 시험
문제가 변경되면 업데이트 하도록 최선을 다하기에Pass4Test의 Oracle인증 1z0-1104-25덤프의 유효기간을 연장시
켜드리는 셈입니다.퍼펙트한 구매후는 서비스는Pass4Test의 Oracle인증 1z0-1104-25덤프를 구매하시면 받을수 있
습니다.

최신 Oracle Cloud Infrastructure 1z0-1104-25 무료샘플문제 (Q28-Q33):
질문  # 28 
An OCI administrator notices that a compute instance running in the production compartment is unable to create Object Storage
buckets using the OCI CLI command:
oci os bucket create --name mybucket --compartment-id <compartment_OCID> --auth instance_principal The error message
returned states:
"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.
What then could be causing the issue?

A. The policy is written at the root compartment instead of the production compartment.
B. The instance is not part of any Dynamic Group or the matching rule is incorrect.
C. The instance is using the wrong OCI CLI authentication method.
D. The bucket name is already in use, causing a conflict.

정답：B

질문  # 29 
Task 5: Create a Certificate
Create a certificate, where:
Certificate name: PBT-CERT-01-<username>
For example, if your username is 99008677-lab.user01, then the certificate name should be PBT-CERT-
01990086771abuser01
Ensure you eliminate special characters from the user name.
Common name: PBT-CERT-OCICERT-01
Certificate Authority: PBT-CERT-CA-01 (created in the previous task)

정답：

설명：
See the solution below in Explanation.
Explanation:
Since I can't create resources or retrieve OCIDs directly in your OCI environment, I'll provide a step-by-step solution based on
verified OCI documentation and best practices as of 02:30 PM BST on Thursday, June 12,
2025. Follow these instructions precisely in the OCI Console or CLI, using the preconfigured PBI_Vault_SP vault and the PBT-
CERT-CA-01<username> Certificate Authority created in the previous task. Replace
<username> with your actual username (e.g., 99008677-lab.user01), ensuring special characters are removed.
Task 5: Create a Certificate
Step 1: Access the OCI Vault
* Log in to the OCI Console.
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* Navigate toIdentity & Security>Vault.
* Select the root compartment.
* Locate and click on the vault named PBI_Vault_SP.
Step 2: Create the Certificate
* In the PBI_Vault_SP vault details page, underResources, clickCertificates.
* ClickCreate Certificate.
* Enter the following details:
* Name: Replace <username> with your username (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 99008677labuser01, then use PBT-CERT-
0199008677labuser01).
* Common Name: Enter PBT-CERT-OCICERT-01.
* Certificate Authority: Select the PBT-CERT-CA-01<username> CA created in Task 4 (e.g., PBT-CERT-CA-
0199008677labuser01).
* Subject: Leave as default or adjust (e.g., Organization, Country) if required.
* Validity Period: Set as needed (e.g., 1 year), or use the default.
* Compartment: Ensure it's set to the root compartment.
* ClickCreate Certificateand wait for the certificate to be issued.
Step 3: Verify the Certificate
* After creation, go to theCertificatessection under PBI_Vault_SP.
* Confirm the certificate PBT-CERT-01<username> (e.g., PBT-CERT-0199008677labuser01) is listed and its status is active.

질문  # 30 
Which Oracle Data Safe feature enables the Internal test, development, and analytics teams to operate effectively while minimizing
their exposure to sensitive data?

A. Data auditing
B. Sensitive data discovery
C. Data encryption
D. Security assessment

정답：B

질문  # 31 
You have created a compartment TEST in your subscribed tenancy. Then, you created two groups, test1 and test2, and want the
users in these groups to be able to manage all the resources in the TEST compartment.
Which policy would you use to achieve this?

A. Allow group test1, test2 to manage all resources in compartment test.
B. Allow group/test*/to manage all resources in compartment test.
C. Allow any-user to manage all resources in compartment test where any {request.groups.test1, test2}
D. Allow any-user to manage all resources in compartment test where request.group='test*'

정답：A

질문  # 32 
"Your company is in the process of migrating its sensitive data to Oracle Cloud Infrastructure (OCI) and is prioritizing the strongest
possible security measures. Encryption is a key part of this strategy, but you are particularly concerned about the physical security of
the hardware where your encryption keys will be stored.
Which characteristic of OCI Key Management Service (KMS) helps ensure the physical security of your encryption keys?

A. Seamless integration with other OCI services for streamlined workflows
B. Granular customer control over key access permissions
C. Utilization of FIPS 140-2 validated Hardware Security Modules (HSMs)"
D. Centralized key management for simplified administration

정답：C



질문  # 33
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