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B #26
‘What metric is often used in GenAl risk models to evaluate bias?

e A. Number of parameters in the model.

¢ B. Computational efficiency during training,

e C. Fairness metrics like demographic parity or equalized odds.
¢ D. Accuracy rate without considering demographics.

EfE: C

AR

Bias assessment in GenAl employs fairness metrics such as demographic parity (equal outcomes across groups) or equalized odds
(balanced error rates), quantifying disparities in outputs. These metrics guide debiasing techniques, ensuring ethical Al under risk
models. In applications like hiring tools, they prevent discrimnatory generations, aligning with regulatory requirements. Exact extract:
"Fairness metrics like demographic parity are used in GenAl risk models to evaluate and mitigate bias." (Reference: Cyber Security
for Al by SISA Study Guide, Section on Bias Assessment Metrics, Page 245-248).

B #27

In a Transformer model processing a sequence of text for a translation task, how does incorporating positional encoding impact the
model's ability to generate accurate translations?
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https://www.shikenpass.com/CSPAI-shiken.html

e A Tt helps the model distinguish the order of words in the sentence, leading to more accurate translation by maintaining the
context of each word's position.

¢ B. It simplifies the model's computations by merging all words into a single representation, regardless of their order

o C. It ensures that the model treats all words as equally important, regardless of their position in the sequence.

e D. It speeds up processing by reducing the number of tokens the model needs to handle.

EfE: A

A -

Positional encoding in Transformers addresses the lack of inherent sequential information in self-attention by embedding word order
into token representations, using functions like sine and cosine to assign unique positional vectors. This enables the model to
differentiate word positions, crucial for translation where syntax and context depend on sequence (e.g., subject-verb-object order).
Without it, Transformers treat inputs as bags of words, losing syntactic accuracy. Positional encoding ensures precise contextual
understanding, unlike options that misrepresent its role. Exact extract: "Positional encoding helps Transformers distinguish word
order, leading to more accurate translations by maintaining positional context." (Reference: Cyber Security for Al by SISA Study
Guide, Section on Transformer Components, Page 55-57).

HM #28
When deploying LLMs in production, what is a common strategy for parameter-efficient fine-tuning?

¢ A, Implementing multiple independent models for each specific task instead of fine tuning a single model
¢ B. Using external reinforcement learning to adjust the model's parameters dynamically.

e C. Training the model from scratch on the target task to achieve optimal performance.

¢ D. Freezing the majority of model parameters and only updating a small subset relevant to the task

Ef#: D

fEEL:

Parameter-efficient fine-tuning (PEFT) strategies, like LoRA or adapters, freeze most pretrained parameters and train only
lightweight modules, reducing computational costs while adapting to new tasks. This preserves general knowledge, prevents
catastrophic forgetting, and enables quick deployments in resource-constrained settings. For LLMs, it's crucial for efficiency in
production, allowing specialization without retraining billions of parameters. Security-wise, it minimizes exposure to new data risks.
Exact extract: "A common strategy is freezing the majority of model parameters and updating only a small task-relevant subset,
ensuring efficiency i fine-tuning for production deployment." (Reference: Cyber Security for Al by SISA Study Guide, Section on
Efficient Fine-Tuning in SDLC, Page 90-92).

R #29
Which of the following is a characteristic of domain-specific Generative Al models?

A. They are only used for computer vision tasks

B. They are trained on broad datasets covering multiple domains
C. They are designed to run exclusively on quantum computers
D. They are tailored and fine-tuned for specific fields or industries

IEf#: D

AR

Domain-specific Generative Al models are refined versions of foundational models, adapted through fine- tuning on specialized
datasets to excel in niche areas like healthcare, finance, or legal applications. This tailoring enhances precision, relevance, and
efficiency by incorporating industry-specific jargon, patterns, and constraints, unlike general models that handle broad tasks but may
lack depth. For exanple, a medical GenAl model might generate accurate diagnostic reports by focusing on clinical data, reducing
errors in specialized contexts. This approach balances computational resources and performance, making them ideal for targeted
deployments while maintaining the generative capabilities of larger models. Security implications include better control over sensitive
domain data. Exact extract: "Domain-specific GenAl models are characterized by being tailored and fine-tuned for particular fields
or industries, leveraging specialized data to achieve higher accuracy and relevance in those domains." (Reference: Cyber Security for
Al by SISA Study Guide, Section on GenAl Model Types, Page 65-67).

HR #30



How can Generative Al be utilized to enhance threat detection in cybersecurity operations?

e A Byreplacing all human analysts with Al-generated reports.

¢ B. By automating the deletion of security logs to reduce storage costs.
¢ C. By generating random data to overload security systemns.

¢ D. By creating synthetic attack scenarios for training detection models.

EfE: D

fi e :

Generative Al improves security posture by synthesizing realistic cyber threat scenarios, which can be used to train and test
detection systems without exposing real networks to risks. This approach allows for the creation of diverse, evolving attack patterns
that mimic advanced persistent threats, enabling machine learning models to learn from simulated data and improve accuracy in
identifying anomalies. For example, GenAl can generate phishing emails or malware variants, helping in proactive defense tuning,
This not only enhances detection rates but also reduces false positives through better model robustness. Integration into security
operations centers (SOCs) facilitates continuous improvement, aligning with zero-trust architectures. Security benefits include cost-
effective training and faster response to emerging threats. Exact extract: "Generative Al enhances threat detection by creating
synthetic attack scenarios for training models, thereby improving the overall security posture without real-world risks." (Reference:
Cyber Security for Al by SISA Study Guide, Section on GenAl Applications in Threat Detection, Page 200-203).

HR #31
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