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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q36-Q41):

NEW QUESTION # 36
A BIG-IP Administrator needs to update the list of configured NTP servers. In which area of the Configuration Utility should the
BIG-IP Administrator perform this update?

A. System> Platform

B. System> Services

C. System> Configuration
D. System> Preferences

Answer: C

Explanation:

NTP (Network Time Protocol) is vital for management connectivity and HA state synchronization. Correct time is required for log
timestamping and device trust group communicatiord6. To manage these settings, the administrator navigates to System >
Configuration, where general system:level services like NTP and DNS are defined to ensure the Control Plane remains synchronized
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with the network environment.

NEW QUESTION # 37
‘Which command will provide the BIG-IP Administrator with the current device HA status? (Choose one answer)

e A show /sys failover
e B. list /cm failover
o (. show /cm failover-status

Answer: C

Explanation:

To determine the current failover (HA) status of a BIG-IP system using tnsh, F5 documentation explicitly states that the
administrator should use the following command:

show /cm failover-status

This command displays:

The current failover state (active, standby, or offline)

Detailed failover status information

The operational HA condition of the device within a device group

According to F5 Knowledge Base Article K08452454, the documented procedure for checking failover status is:
Login to the TMOS Shell (tnsh)

Run show /cm failover-status

Why the other options are incorrect:

A). list /em failover shows configuration settings, not operational HA status.

B). show /sys failover is not the documented command for checking current failover status and does not align with F5's
recommended procedure.

NEW QUESTION # 38

A BIG-IP Administrator uses a device group to share the workload and needs to perform service on a BIG-IP device currently
active for a traffic group. The admnistrator needs to enable the traffic group to run on another BIG-IP device in the device group.
‘What should the administrator do to meet the requirement? (Choose one answer)

A. Select Traftic Group and then select Force to Standby

B. Select Traftic Group on Primary Unit and then select Demote
C. Select Traffic Group and then select Failover

D. Create a new Traffic Group and then fail to Standby Unit

Answer: C

Explanation:

Traffic Groups are the mechanism BIG-IP uses to control which device owns specific application traffic in a high-availability (HA)
configuration. When maintenance is required on a device that is currently active for a traffic group, the correct and recommended
action is to fail over that traffic group to another device in the device group.

* Failing over the traffic group moves ownership of that traffic group (and the virtual servers associated with it) to another available
device without forcing the entire device into standby.

* This allows targeted maintenance while minimizing impact to other traffic groups that may still be active on the device.

Why the other options are incorrect:

* A'is unnecessary and incorrect; traffic groups are not recreated for routine maintenance.

* C forces the entire device to standby, which may move more traffic than intended.

* D (Demote) affects device trust/priority behavior and is not the standard or recommended method for moving traffic group
ownership.

Therefore, selecting the Traffic Group and choosing Failover is the correct solution.

NEW QUESTION # 39
Which log file should the BIG-IP Administrator check to determine if a specific user tried to log in to the BIG-IP Configuration
Utility? (Choose one answer)



A. /var/log/httpd

B. var/log/secure

C. /var/log/tm

D. /var/log/pam/tallylog

Answer: B

Explanation:

On BIG-IP systems, all authentication attempts for administrative access-including logins to the Configuration Utility (GUI)-are
logged in /var/log/secure. This log file records:

* Successful and failed login attempts

* The username used

* The authentication method (local, LDAP, RADIUS, etc.)

* Access denials and PAM authentication errors

Why the other options are incorrect:

* /var/log/pam/tallylog tracks account lockouts and failed attempt counters, not detailed login attempts.

* var/log/ltm logs traffic management events, not administrative authentication.

* /var/log/httpd logs web server activity but does not record authentication success or failure for BIG-IP administrative users.
Therefore, the correct log file to verify whether a user attempted to log in to the BIG-IP Configuration Utility is /var/log/secure.

NEW QUESTION # 40
A BIG-IP Admmistrator is conducting maintenance on one BIG-IP appliance in an HA Pair. Why should the BIG-IP Admmistrator
put the appliance into FORCED OFFLINE state?

A. To terminate existing connections to Virtual Servers and prevent the appliance from becoming active
B. To terminate connections to the management IP and decrease persistent connections

C. To preserve existing connections to Virtual Servers and reduce the CPU load

D. To allow new connections to Virtual Servers and ensure the appliance becomes active

Answer: A

Explanation:

Comprehensive and Detailed Explanation From BIG-1P Administration Conl Otrol Plane Admmistration documents: Placing a device
in the FORCED OFFLINE state is a critical procedural concept for HA maintenance111213. 1415Unlike simply being
'Standby16', the FORCED OFFLINE state ensures thal 7t the Control Plane will not participate in failover selection, effectively
preventing the device from becoming 'Active' even if the peer fails18. This state also allows the admmistrator to terminate existing
connections to ensure no traffic is being processed during the maintenance window19.

NEW QUESTION # 41
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