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NEW QUESTION # 287 
An organization is focused on restructuring its data governance programs and an analyst has been Tasked with surveying sensitive
data within the organization. Which of the following is the MOST accurate method for the security analyst to complete this
assignment?

A. Create a survey and distribute it to data owners.
B. Consult with an internal data custodian.
C. Review enterprise-wide asset Inventory.
D. Perform an enterprise-wide discovery scan.

Answer: D

Explanation:
A data governance program is a collection of practices, policies, and procedures that manage, leverage, and protect the data assets
of an organization1. It requires changing the workplace culture and adding some software1. To survey sensitive data within the
organization, the most accurate method is to perform an enterprise-wide discovery scan that can identify and classify data from
various sources and systems2. This way, the analyst can have a comprehensive view of the data landscape and its quality, security,
accessibility, and usage. Consulting with an internal data custodian (B) or reviewing enterprise-wide asset inventory may provide
some insights, but not as accurate or complete as a discovery scan. Creating a survey and distributing it to data owners (D) may be
time-consuming and unreliable, as data owners may not have the full knowledge or awareness of their data.

NEW QUESTION # 288 
When of the following techniques can be implemented to safeguard the confidentiality of sensitive information while allowing limited
access to authorized individuals?

A. Hashing
B. Masking
C. Salting
D. Deidentification

Answer: B

Explanation:
https://www.techtarget.com/searchsecurity/definition/data-masking

NEW QUESTION # 289 
A company's Chief Information Security Officer (CISO) is concerned about the integrity of some highly confidential files. Any
changes to these files must be tied back to a specific authorized user's activity session. Which of the following is the BEST technique
to address the CISO's concerns?

A. Use Wireshark to scan all traffic to and from the directory. Monitor the files for unauthorized changes.
B. Regularly use SHA-256 to hash the directory containing the sensitive information. Monitor the files for unauthorized
changes.
C. Configure DLP to reject all changes to the files without pre-authorization. Monitor the files for unauthorized changes.
D. Place a legal hold on the files. Require authorized users to abide by a strict time context access policy.
Monitor the files for unauthorized changes.

Answer: C,D

NEW QUESTION # 290 
A security analyst needs to reduce the overall attack surface.
Which of the following infrastructure changes should the analyst recommend?

A. Increase the network segmentation.
B. Implement a honeypot.
C. Air gap sensitive systems.
D. Implement a cloud-based architecture.



Answer: C

Explanation:
Reference: https://www.securitymagazine.com/articles/89283-ways-to-reduce-your-attack-surface

NEW QUESTION # 291 
During a red team engagement, a penetration tester found a production server. Which of the following portions of the SOW should
be referenced to see if the server should be part of the testing engagement?

A. Scope
B. Authorization
C. Communication
D. Exploitation

Answer: A
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