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ISACA Advanced in Al Audit ;2 AAIA ;A BB RE (Q267-Q272):

HR #267
An S auditor reviews an Al tool using K-means to cluster customers. One cluster shows very high spending but low product
diversity. What should the auditor recommend?

A. Treat the cluster as a potentially valid segment of loyal customers with limited product interest.

B. Document the algorithm failed because high spending customers did not exhibit high product diversity.
C. Replace K-means clustering with a supervised learning model for more accurate analysis.

D. Increase the number of clusters to better capture variations in spending behavior.

EfE: A

A -
K-means clustering is anunsupervised learningtechnique that groups data based on similarity. Discovering a cluster withhigh spending
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but low product diversityis a plausible and meaningful business insight: it may representloyal customers who repeatedly purchase a
narrow range of products. The auditor should therefore recommend treating this cluster as apotentially valid segment(B), subject to
further business analysis and controls where appropriate.

Option A is incorrect because this pattern does not imply algorithm failure. Option C (adding more clusters) might overcomplicate
the segmentation without evidence that the current clustering is deficient. Option D misunderstands the purpose of clustering; a
supervised model would require labeled outcomes and is not necessarily "more accurate” for exploratory segmentation. AAIA's
content on Al in audit processes stresses that auditors must interpret Al-driven insights critically, not assume anomalies equal errors.
References:

ISACA,AAIA Exam Content Outline- Domain 3: Al in Audit Processes (Al tools, use of clustering and analytics in audit).

ISACA analytics guidance on interpreting unsupervised learning outcomes in an audit context.

A #268
A healthcare Al tool recommends treatments with high success rates but significant risk. The hospital prioritizes patient safety over
mnovation. What is the BEST course of action?

A. Use the Al tool only for low-risk situations.

B. Obtain patients' consent for the use of their data by the Al tool.

C. Adjust the Al's parameters to align with the hospital's risk tolerance.
D. Discontinue using the Al tool and rely solely on doctor expertise.

EfE: C

A -

Al systems must align with theorganization's risk appetite and ethical principles, especially in healthcare where patient safety is
paramount. The BEST action is toadjust the Al's parameters(A) so the recommendations reflect the hospital's conservative risk
tolerance, reducing the frequency of high-risk suggestions. AAIA stresses Al governance alignment with organizational risk appetite,
treatment guidelines, and ethical priorities.

Option B is overly disruptive and eliminates beneficial Al capabilities. Option C is necessary for privacy but does not address
treatment safety. Option D limits utility but doesn't correct underlying alignment issues. The core issue ismodel alignment with ethical
and safety standards, making option A the correct choice.

References:

ISACA,AAIA Exam Content Outline- Domain 5: Ethical Principles in Al (alignment with risk tolerance, safety, beneficence).

R #269
An Al model predicts vehicle component failures using data collected at different frequencies and formats based on car type. Which
of the following is the BEST course of action when evaluating data input requirements for the model?

e A Prioritize the use of internally generated mantenance logs.

¢ B. Merge sensor data into a single data set regardless of format and frequency.
e (. Train separate models for each car type to simplify preprocessing,

e D. Standardize sensor data frequency and formats before model traning,

IEf#: D

AR :

For reliable model performance and meaningful comparisons across inputs,data consistencyis essential.

Standardizing sensor data frequency and formats ensures that the model receives aligned time steps and coherent feature structures,
reducing the risk of spurious patterns, missing signals, and biased predictions.

This is aligned with AAIA's focus ondata quality, data balancing, and data preparationin Al Operations.

Option B ignores frequency and formatting difterences, likely introducing noise and misalignment. Option C may sometimes be valid,
but it increases conplexity, maintenance overhead, and may still require consistent preprocessing pipelines. Option D addresses only
one data source and does not solve the problem of heterogeneous sensor data. The most robust operational approach is to define
clear data nput requirements and standardize the sensor data(option A) before training,

References:

ISACA,AAIA Exam Content Outline- Domain 2: Al Operations (Data Management Specific to Al - data quality, data balancing,

data security).
ISACA Al operations guidance on data pipelines and preprocessing for Al models.



HA #270
An organization is reviewing its existing data governance framework after implementing an Al-based document repository solution.
‘Which of the following should be the PRIMARY consideration?

A. Data retention policy

B. Qualitative data collection
C. Data enrichment

D. Data classification

Ef#: D

TR

The PRIMARY consideration isdata classification(B), because the Al-based repository handles different types of documents that
may contain sensitive, confidential, regulated, or public information. Proper classification ensures correct application of access
controls, retention rules, encryption requirements, and privacy protections.

Retention (A) is important but flows from proper classification. Data enrichment (C) and qualitative data collection (D) are not
foundational governance controls. AAIA emphasizesclassification as the first stepin robust Al data governance.

References:

ISACA,AAIA Exam Content Outline- Domain 1: Privacy and Data Governance Programns.

HME #271
Which of the following strategies used by modelers to enhance data accuracy has the GREATEST risk of bias and information loss?

A. Identifying and deleting duplicate entries in the data set

B. Placing numerical data into bins or buckets for a manageable quantity of correlations and result analyses
C. Filling blank attributes in records with the mean, median, or mode within a grouping

D. Separating multiple data attributes within one field into individual attribute colunns

Ef#: C

fERL:

Imputing missing values using the mean, median, or mode is a common technique to fill blanks in datasets.

However, according to the AAIA™ Study Guide, this method introduces a significant risk of information distortion, especially if the
data is not normally distributed or if imputed values disproportionately impact underrepresented groups.

"Simple imputation can reduce data variability and reinforce existing biases. It may also misrepresent the true distribution of the data,
leading to skewed model outputs." Other options (B, C, D) may involve transformations, but they do not inherently cause as much
bias or data misrepresentation as A.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Fundamentals and Technologies," Subsection:
"Data Imputation and Transformation Risks"
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