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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q488-Q493):
NEW QUESTION # 488 
While reviewing the web server logs, a security analyst notices the following snippet:
.. \ .. / .. \ .. /boot.ini
Which of the following Is belng attempted?

A. Enumeration of /etc/passwd
B. Directory traversal
C. Remote code execution
D. Cross-site scripting
E. Remote file inclusion

Answer: B

Explanation:
The snippet shows an attempt to access the boot.ini file, which is a configuration file for Windows operating systems. The "... \ ... /"
pattern is used to navigate up the directory structure and reach the root directory, where the boot.ini file is located. This is a common
technique for exploiting directory traversal vulnerabilities, which allow an attacker to access files and directories outside the intended
web server path. The other options are not relevant for this purpose: remote file inclusion involves injecting a malicious file into a web
application; cross-site scripting involves injecting malicious scripts into a web page; remote code execution involves executing
arbitrary commands on a remote system; enumeration of /etc/passwd involves accessing the file that stores user information on Linux
systems.

NEW QUESTION # 489 
A company recently removed administrator rights from all of its end user workstations. An analyst uses CVSSv3.1 exploitability
metrics to prioritize the vulnerabilities for the workstations and produces the following information:
Which of the following vulnerabilities should be prioritized for remediation?

A. nessie.explosion
B. vote.4p
C. sweet.bike
D. great.skills

Answer: A

Explanation:
nessie.explosion should be prioritized for remediation, as it has the highest CVSSv3.1 exploitability score of 8.6. The exploitability
score is a sub-score of the CVSSv3.1 base score, which reflects the ease and technical means by which the vulnerability can be
exploited. The exploitability score is calculated based on four metrics: Attack Vector, Attack Complexity, Privileges Required, and
User Interaction. The higher the exploitability score, the more likely and feasible the vulnerability is to be exploited by an attacker12.
nessie.explosion has the highest exploitability score because it has the lowest values for all four metrics: Network (AV:N), Low
(AC:L), None (PR:N), and None (UI:N). This means that the vulnerability can be exploited remotely over the network, without
requiring any user interaction or privileges, and with low complexity. Therefore, nessie.explosion poses the greatest threat to the end
user workstations, and should be remediated first. vote.4p, sweet.bike, and great.skills have lower exploitability scores because they
have higher values for some of the metrics, such as Adjacent Network (AV:A), High (AC:H), Low (PR:L), or Required (UI:R). This
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means that the vulnerabilities are more difficult or less likely to be exploited, as they require physical proximity, user involvement, or
some privileges34. Reference: CVSS v3.1 Specification Document - FIRST, NVD - CVSS v3 Calculator, CVSS v3.1 User Guide
- FIRST, CVSS v3.1 Examples - FIRST

NEW QUESTION # 490 
A security analyst reviews the following extract of a vulnerability scan that was performed against the web server:
Which of the following recommendations should the security analyst provide to harden the web server?

A. Delete the /wp-login.php folder.
B. Close port 22.
C. Remove the version information on http-server-header.
D. Disable tcp_wrappers.

Answer: C

Explanation:
The vulnerability scan shows that the version information is visible in the http-server-header, which can be exploited by attackers to
identify vulnerabilities specific to that version. Removing or obfuscating this information can enhance security.
References: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 4: Vulnerability Management, page 172; CompTIA
CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 5: Vulnerability Management, page 223.

NEW QUESTION # 491 
The vulnerability analyst reviews threat intelligence regarding emerging vulnerabilities affecting workstations that are used within the
company:
Which of the following vulnerabilities should the analyst be most concerned about, knowing that end users frequently click on
malicious links sent via email?

A. Vulnerability D
B. Vulnerability A
C. Vulnerability B
D. Vulnerability C

Answer: C

Explanation:
Vulnerability B is the vulnerability that the analyst should be most concerned about, knowing that end users frequently click on
malicious links sent via email. Vulnerability B is a remote code execution vulnerability in Microsoft Outlook that allows an attacker to
run arbitrary code on the target system by sending a specially crafted email message. This vulnerability is very dangerous, as it does
not require any user interaction or attachment opening to trigger the exploit. The attacker only needs to send an email to the victim's
Outlook account, and the code will execute automatically when Outlook connects to the Exchange server. This vulnerability has a
high severity rating of 9.8 out of 10, and it affects all supported versions of Outlook. Therefore, the analyst should prioritize patching
this vulnerability as soon as possible to prevent potential compromise of the workstations.

NEW QUESTION # 492 
A threat hunter seeks to identify new persistence mechanisms installed in an organization's environment. In collecting scheduled tasks
from all enterprise workstations, the following host details are aggregated:
Which of the following actions should the hunter perform first based on the details above?

A. Perform a public search for malware reports on the taskhw.exe.
B. Change the account that runs the taskhw.exe scheduled task.
C. Acquire a copy of taskhw.exe from the impacted host.
D. Scan the enterprise to identify other systems with taskhdw.exe present.

Answer: C

NEW QUESTION # 493
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