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NEW QUESTION # 37 
What are some best practices for securing Kubernetes clusters?
(Select all that apply)
Response:

A. Monitor and audit cluster activity
B. Regularly update Kubernetes and container runtime versions
C. Disable Role-Based Access Control (RBAC)
D. Expose the Kubernetes API server directly to the internet

Answer: A,B

NEW QUESTION # 38 
How can the Same Origin Policy be safely bypassed?
(Select all that apply)
Response:

A. Cross-Origin Resource Sharing (CORS)
B. JSON Web Tokens (JWT)
C. Iframes
D. Cross-Site Scripting (XSS)

Answer: A,C

NEW QUESTION # 39 
Which of the following is a key benefit of cloud security automation?
Response:

A. Consistent enforcement of security policies
B. Reduced need for IT personnel
C. Higher costs associated with security management
D. Increased manual error

Answer: A

NEW QUESTION # 40 
What are two best practices for managing secrets in cloud environments?
(Choose Two)
Response:

A. Storing secrets in plain text
B. Rotating secrets regularly
C. Disabling encryption for faster access
D. Using a secrets management tool like AWS Secrets Manager

Answer: B,D

NEW QUESTION # 41 
What is the purpose of runtime security protection in cloud environments?
Response:

A. To limit monitoring capabilities
B. To increase system performance
C. To reduce the number of users
D. To detect and prevent attacks in real-time



Answer: D

NEW QUESTION # 42
......
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